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In order to optimize the structure of the executive body of the Kyiv City Council (KCSA) and 
ensure the implementation of tasks on defense, civil defense and cooperation with law enforcement 
agencies, the structure of the Department of Municipal Security of the executive body of the Kyiv 
City Council (KCSA) was approved. The Department of Civil Protection includes the Department of 
Civil Protection. 

The establishment of the Department of Municipal Security of the Kyiv City State Administration 
was justified by the practice of responding to emergencies at the city level, given that the operation 
of separate units in the areas of activity complicates interaction and coordination in the event of 
emergencies at the local level and distribution of available material and technical resources. 
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Introduction 
The development of safe smart cities is impossible without the cooperation of the state and 

society, in which people, processes and technologies are involved. Keeping smart cities safe is a 
major challenge, as there are many threats in cities, including terrorism, crime and natural disasters 
and technogenic catastrophes. Prevention of technogenic and natural disasters, reduction of losses in 
case of their occurrence and effective elimination of the consequences of emergencies is one of the 
main priorities in the activities of local executive bodies. 

Complicating this cooperation is also the fact that most of the city's infrastructure belongs to the 
private sector and is regulated by the public sector. 

As a result, maintaining the security of cities entails the creation of public infrastructure for 
activities and the introduction of technologies that ensure the protection of citizens. In order to 
respond effectively to emerging threats, it is necessary to ensure the cooperation of emergency 
response services, law enforcement agencies, as well as governmental and non-governmental 
organizations. 

The specificity of the city of Kyiv – the capital of independent Ukraine, is that it is a large city with 
a population of many millions and a developed infrastructure, which includes organizations and 
enterprises in various sectors of the economy. On the territory of the city there are objects of central 
bodies of executive, legislative and judicial power, objects of critical infrastructure, health and 
education institutions, sports and cultural institutions, places with mass permanent residence of 
citizens, huge transport hubs, as well as bridges across The Dnieper, connecting parts of the country 
into a single whole. 

Kyiv, which is not only the largest city in the country with a population of more than three million 
and is the capital of Ukraine, needs technogenic, fire, environmental, law enforcement and anti-
terrorist security. At present, this is critical for the normal functioning of both the largest city and its 
inhabitants, the observance of their legal rights, the effective functioning of central and local 
government, the economy and municipal economy, transport and communications, and the 
development of social and spiritual spheres. 

Practical many years of experience in implementing the tasks of civil protection of Kyiv and 
ensuring public order testifies to the urgent need to change the paradigm, the need to take into 
account the complexity of security problems of the big city and the need to introduce crisis 
management methods to manage security in the big city. 

 
Literature review. The study of municipal 

policy as a system of strategic management of 
self-governing activities is devoted to the 
study of Ukrainian scientists based on positive 
domestic practices and analysis of foreign 
experience. 

 
The first fundamental study of the 

methodological foundations of municipal 
management in Ukraine was carried out by 
(Sharov Yu., 2001, p. 37) which introduced 
into the domestic scientific and practical 

circulation of the category "municipal 
formation" and "municipal management". 

Researcher (Babadjanova, 2018, p. 148) 
studied the legal support of local governments 
in the field of civil protection in order to 
identify best global practices to improve the 
functioning of local governments in the 
context of decentralization reform to ensure 
this function. 

Researcher is determined that increasing 
the readiness of civil protection forces to 
eliminate the consequences of modern means 
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Abstract. The state of protection of each member of the community, in fact the protection against 
various emergencies, fires and dangerous events has a direct impact on the further socio-economic 
development of the territorial community and increase the welfare of its population. In the course of 
the reform of local self-government and territorial organization of power in Ukraine, powers 
important for the security of the population are transferred to the closest to the basic level of power 
– in territorial communities. 

The level of risk in non-profit municipal activities requires a clear understanding by management 
of the growing expectations of the public environment and local communities. The processes of 
decentralization of public administration also set new requirements for municipal activities and 
increase the responsibility of local governments for the implementation of effective change. 

Ukraine's path through democratic transformations requires partnership between the state and 
local self-government, aimed at further development of society, its democratization, shifting 
priorities to the citizen, meeting his needs and exercising his rights, including the right to a secure 
world. 

The Civil Protection Code defines the powers of local authorities in the field of civil protection, 
aimed at developing the relevant territorial subsystem, implementation of territorial and local 
programs to create appropriate subsystems aimed at protecting the population and territories from 
emergencies and preventing their occurrence, man-made and fire safety. 

At the same time as the transfer of a number of civil protection responsibilities to the local level, 
local executive leaders need to understand that the prevention and elimination of emergencies at the 
local level requires appropriate preparation and planning of activities together with government 
agencies and civil service units. Ukraine for emergencies, as well as the appropriate distribution of 
budget expenditures at its level. 

That is why maintaining the security of cities, especially large ones, entails the creation of public 
infrastructure for activities and the introduction of technologies that protect citizens. 
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In order to optimize the structure of the executive body of the Kyiv City Council (KCSA) and 
ensure the implementation of tasks on defense, civil defense and cooperation with law enforcement 
agencies, the structure of the Department of Municipal Security of the executive body of the Kyiv 
City Council (KCSA) was approved. The Department of Civil Protection includes the Department of 
Civil Protection. 

The establishment of the Department of Municipal Security of the Kyiv City State Administration 
was justified by the practice of responding to emergencies at the city level, given that the operation 
of separate units in the areas of activity complicates interaction and coordination in the event of 
emergencies at the local level and distribution of available material and technical resources. 
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of destruction natural disasters and 
technogenic catastrophes and terrorist 
manifestations is one of the priorities of state 
policy in the sphere of civil protection in the 
near future (Kuleshov, 2014, p. 169). To solve 
this problem, it is necessary to increase the 
readiness of forces and means to act as 
intended by reviewing and streamlining the 
existing structure and composition of the 
existing civil protection forces of central and 
local executive bodies, local governments in 
accordance with their tasks. 

Problems of functioning of the civil 
protection system in the conditions of 
decentralization were investigated by 
Kostenko V. O. And it is determined that in 
the decentralization of power and the creation 
of united territorial communities, legislation 
and regulations are needed to regulate civil 
protection measures at the level of territorial 
communities (Kostenko, 2017, p. 100). 

Drobot I. O. and Rogulia A. O. in his work 
note the gradual transfer of civil protection 
powers (Drobot, 2017, p. 45) in the context of 
decentralization to the local level, which will 
allow for a more rational use of available 
institutional, financial and material resources. 

The level of risk in non-profit municipal 
activities requires a clear understanding by 
management of the growing expectations of 
the public environment and local communities. 
The processes of decentralization of public 
administration also set new requirements for 
municipal activities and increase the 
responsibility of local governments for the 
implementation of effective change. 

In conclusion, it should be noted that the 
research of scientists covers in great detail the 
civil protection systems of many countries and 
Ukraine, but the problems of civil protection 
measures in cities, agglomerations and cities 
insufficiently studied in the available 
literature. 

Research methodology. Retrospective 
and critical analysis was use in the analysis of 
sources of scientific information related to the 
researched problem, and contextual analysis 
was use in the analysis of normative acts. In 
order to study the publicity of the function of 
ensuring municipal security at the level of a 
large city on the Internet, contextual search 
tools were used on the principle of relevance. 

Research results. A statement of basic 
research materials with full justification for the 
scientific findings. 

Problems of effective and adequate 
protection of the population affected by 
emergencies is one of the urgent tasks of civil 
protection, due to two factors: first, the 
increasing frequency and severity of 
emergencies, and secondly, the emergence of 
new types of emergencies, including socio-
political, which requires a special nature of the 
organization of the process of emergency 
response. A crisis should be considered a 
situation that is a challenge to the public 
perception of the proper state of affairs, 
traditions, values, security, safety or integrity 
of the state. According to the Civil Protection 
Code of Ukraine, an emergency is a situation 
on a separate territory or business entity on it 
or a water body, which is characterized by 
violation of normal living conditions caused by 
a catastrophe, accident, fire, natural disaster, 
epidemic, epizootic, epiphytosis, application 
means of destruction or other dangerous 
event that has led (may lead) to a threat to 
life or health of the population, a large 
number of dead and injured, causing 
significant material damage, as well as the 
inability of the population to live in such an 
area or facility, economic activity. The extent 
and consequences of a probable emergency 
are determined on the basis of expert 
assessment, forecast or results of model 
experiments conducted by qualified experts. 
Depending on the results obtained, a response 
plan is developed for the threat of a specific 
emergency. 

According to art. 2 of the Law of Ukraine 
"On Local Self-Government in Ukraine" local 
self-government in Ukraine is a state-
guaranteed right and real ability of a territorial 
community – villagers or voluntary association 
in a rural community of residents of several 
villages, towns, cities – independently or 
under the responsibility of authorities and 
officials’ persons of local self-government to 
resolve issues of local significance within the 
Constitution and laws of Ukraine. 

According to the Constitution, local self-
government is the right of a territorial 
community (residents of a city, settlement 
and village or residents of several villages 
voluntarily united in a rural community) to 
independently resolve issues of local 
significance within the Constitution and laws 
of Ukraine. 

In obedience to art. 4 of the Law of 
Ukraine "On Local Self-Government" local self-
government in Ukraine "is carried out on the 
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principles of: democracy; legality; publicity; 
collegiality; combination of local and state 
interests; election; legal, organizational and 
material-financial independence within the 
powers defined by this and other laws; 
accountability and responsibility to territorial 
communities of their bodies and officials; 
state support and guarantees of local self-
government; judicial protection of the rights 
of local self-government». 

Local governments are legal entities and 
are endowed by this and other laws with their 
own powers, within which they act 
independently and are responsible for their 
activities in accordance with the law according 
to art. 16 of the Law of Ukraine "On Local 
Self-Government". 

Leading role of the elected is determined 
bodies – local councils, which, in fact, are the 
main implementer of municipal power, 
addressing all issues related to meeting local 
interests and needs of local residents 
according to art. 10 of the Law of Ukraine "On 
Local Self-Government". 

The presence of elected bodies of local 
self-government is the most important 
condition for the reality and effectiveness of 
municipal government. The council is a 
secondary subject of the system of local self-
government, which is accountable and 
controlled by its primary subject – the 
territorial community. 

Amenably to previous studies public 
administration in megacities (metropolisies) 
should be considered in the context of 
theories of large systems and develop taking 
into account the theory of development of 
large systems. Such a system is complex with 
two elements: a self-organized subsystem and 
an integrated administrative subsystem, which 
has not an executive function, but a legislative 
one that regulates public power, defines the 
limits of its responsibility and influence on the 
activities of megacities. The effectiveness of 
such a system is achieved through appropriate 
organizational work aimed at creating a chain 
reaction throughout the system, the effect of 
which will exceed the effects in each individual 
element of the system and lead to changes in 
the system as a whole and simultaneously. 

To ensure civil protection in the relevant 
territory in accordance with §1 of art. 19 of 
the Code of Civil Protection of Ukraine, the 
resolution of the Cabinet of Ministers of 
Ukraine from 09.01.2014 № 11 "On approval 
of the Regulations on the unified state system 

of civil protection", the resolution of the 
Cabinet of Ministers of Ukraine from 
11.03.2015 № 101 "On approval of standard 
regulations on the functional and territorial 
subsystem system of civil protection" the head 
of the local state administration at the 
beginning of the year must issue an order" On 
the establishment of a territorial subsystem of 
the unified state system of civil protection", 
approve" Regulations on the territorial 
subsystem of the unified state system of civil 
protection". 

By order of the executive body of the Kyiv 
City Council (KCSA) dated 01.10.2015 № 988 
in accordance with Art. 10 of the Code of Civil 
Protection of Ukraine, the resolution of the 
Cabinet of Ministers of Ukraine from 
09.01.2014 № 11 "On approval of the 
Regulations on the unified state system of civil 
defense", the resolution of the Cabinet of 
Ministers of Ukraine from 11.03.2015 № 101 
"On approval of standard regulations on the 
functional and territorial subsystem system of 
civil protection ". In order to implement 
measures to protect the population and 
territories from emergencies in peacetime and 
in special periods in the city of Kyiv approved 
Regulations on the territorial subsystem of 
Kyiv unified state system of civil protection 
(hereinafter – Regulations) the purpose of 
which is to protect the population and 
territories from emergencies in peacetime and 
in special periods in the city of Kiev. 

In this Regulation, the term "territorial 
subsystem of the city of Kyiv" is used to mean 
an integral part of a single state system of 
civil protection, which is created in the city of 
Kyiv and which includes district units of the 
territorial subsystem, governing bodies and 
subordinate civil protection forces, relevant 
businesses, who perform civil protection 
tasks. 

The regulation defines among a number of 
tasks of the territorial subsystem of the city of 
Kyiv in the sphere of civil protection, in 
particular: 
 ensuring the readiness of the governing 

bodies and their subordinate civil 
protection forces to take actions aimed at 
preventing and responding to emergencies 
or dangerous events; 

 carrying out rescue and other urgent works 
on liquidation of consequences of 
emergencies, the organization of life 
support of the affected population; 
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manifestations is one of the priorities of state 
policy in the sphere of civil protection in the 
near future (Kuleshov, 2014, p. 169). To solve 
this problem, it is necessary to increase the 
readiness of forces and means to act as 
intended by reviewing and streamlining the 
existing structure and composition of the 
existing civil protection forces of central and 
local executive bodies, local governments in 
accordance with their tasks. 

Problems of functioning of the civil 
protection system in the conditions of 
decentralization were investigated by 
Kostenko V. O. And it is determined that in 
the decentralization of power and the creation 
of united territorial communities, legislation 
and regulations are needed to regulate civil 
protection measures at the level of territorial 
communities (Kostenko, 2017, p. 100). 

Drobot I. O. and Rogulia A. O. in his work 
note the gradual transfer of civil protection 
powers (Drobot, 2017, p. 45) in the context of 
decentralization to the local level, which will 
allow for a more rational use of available 
institutional, financial and material resources. 

The level of risk in non-profit municipal 
activities requires a clear understanding by 
management of the growing expectations of 
the public environment and local communities. 
The processes of decentralization of public 
administration also set new requirements for 
municipal activities and increase the 
responsibility of local governments for the 
implementation of effective change. 

In conclusion, it should be noted that the 
research of scientists covers in great detail the 
civil protection systems of many countries and 
Ukraine, but the problems of civil protection 
measures in cities, agglomerations and cities 
insufficiently studied in the available 
literature. 

Research methodology. Retrospective 
and critical analysis was use in the analysis of 
sources of scientific information related to the 
researched problem, and contextual analysis 
was use in the analysis of normative acts. In 
order to study the publicity of the function of 
ensuring municipal security at the level of a 
large city on the Internet, contextual search 
tools were used on the principle of relevance. 

Research results. A statement of basic 
research materials with full justification for the 
scientific findings. 

Problems of effective and adequate 
protection of the population affected by 
emergencies is one of the urgent tasks of civil 
protection, due to two factors: first, the 
increasing frequency and severity of 
emergencies, and secondly, the emergence of 
new types of emergencies, including socio-
political, which requires a special nature of the 
organization of the process of emergency 
response. A crisis should be considered a 
situation that is a challenge to the public 
perception of the proper state of affairs, 
traditions, values, security, safety or integrity 
of the state. According to the Civil Protection 
Code of Ukraine, an emergency is a situation 
on a separate territory or business entity on it 
or a water body, which is characterized by 
violation of normal living conditions caused by 
a catastrophe, accident, fire, natural disaster, 
epidemic, epizootic, epiphytosis, application 
means of destruction or other dangerous 
event that has led (may lead) to a threat to 
life or health of the population, a large 
number of dead and injured, causing 
significant material damage, as well as the 
inability of the population to live in such an 
area or facility, economic activity. The extent 
and consequences of a probable emergency 
are determined on the basis of expert 
assessment, forecast or results of model 
experiments conducted by qualified experts. 
Depending on the results obtained, a response 
plan is developed for the threat of a specific 
emergency. 

According to art. 2 of the Law of Ukraine 
"On Local Self-Government in Ukraine" local 
self-government in Ukraine is a state-
guaranteed right and real ability of a territorial 
community – villagers or voluntary association 
in a rural community of residents of several 
villages, towns, cities – independently or 
under the responsibility of authorities and 
officials’ persons of local self-government to 
resolve issues of local significance within the 
Constitution and laws of Ukraine. 

According to the Constitution, local self-
government is the right of a territorial 
community (residents of a city, settlement 
and village or residents of several villages 
voluntarily united in a rural community) to 
independently resolve issues of local 
significance within the Constitution and laws 
of Ukraine. 

In obedience to art. 4 of the Law of 
Ukraine "On Local Self-Government" local self-
government in Ukraine "is carried out on the 



Civil Protection European Science

104 European Science 2/2021

organization and support of cooperation with 
public associations to involve them in 
activities related to the preparation and 
conduct of territorial defense. 

Discussion of research results. Within 
the framework of decentralization, it is 
important that the current legislation gives 
local governments and local executive bodies 
specific functions and powers, in particular to 
ensure the sanitary and epidemiological well-
being of the population, which are the basis of 
their practical activities. In addition to the fact 
that these powers are specific (this follows 
from the specifics of the relevant laws), the 
range of powers of local state administrations 
and local governments is quite wide. There is 
duplication of powers of these local 
authorities, which leads to irrational use of 
human, financial and other resources and 
does not contribute to improving the efficiency 
of public administration to ensure sanitary and 
epidemiological well-being of the population, 
which determines the safety of health and life. 

According to the results of the research, 
measures to manage the liquidation of 
emergencies are identified, the principles and 
stages of crisis city management are revealed, 
the peculiarities of operative management of 
the sphere of life support in peacetime 
conditions are revealed. 

The necessity of performing additional 
functions in the process of city management 
in the emergency, which is complicated by the 
social, economic, ecological crisis, is 
substantiated. Execution of additional 
functions is aimed at restoring life support 

facilities that have been damaged as a result 
of the impact of emergency factors. Additional 
functions of city administration include 
identification of damaged objects of 
communal, social, engineering, road 
infrastructure; assessment of the possibility of 
restoring damaged objects; development of 
the investment project of restoration of the 
object of city infrastructure: the analysis of 
resource maintenance of the project of 
restoration, monitoring of realization of 
projects of restoration of the city 
infrastructure. 

Based on this methodological basis and the 
results of the analysis of the functionality of 
emergency response systems to critical or 
catastrophic events at the administrative 
level, we can offer the author's definition of 
the term "municipal security", namely – a set 
of security measures (interaction with law 
enforcement agencies), civil protection 
(response to accidents and emergencies, 
cooperation with rescue services, in particular, 
cooperation with the SES of Ukraine and its 
territorial units), territorial defense 
(prevention of various offenses by the efforts 
of representatives). 

Due to the complexity of the phenomenon 
of "municipal security" within the scientific 
research, restrictions are imposed on the 
study of civil protection management as a 
component of municipal security of a 
metropolis. 

 
 

Conclusions 
At the same time as the transfer of a number of civil protection responsibilities to the local level, 

local executive leaders need to understand that the prevention and elimination of emergencies at the 
local level requires appropriate preparation and planning of activities together with government 
agencies and civil service units.  

That is why maintaining the security of cities, especially large ones, entails the creation of public 
infrastructure for activities and the introduction of technologies that protect citizens. 

In order to optimize the structure of the executive body of the KCSA and ensure the 
implementation of tasks on defense, civil defense and cooperation with law enforcement agencies, 
the structure of the Department of Municipal Security of the executive body of the KCSA was 
approved. The Department of Civil Protection is part of the Department of Municipal Security. 
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practice of responding to emergencies at the city level, given that the operation of separate units in 
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 elimination of the consequences of 
emergencies or dangerous events; 

 monitoring and forecasting of emergencies 
and their development, determining the 
risks of their occurrence in the city of Kyiv, 
assessing the socio-economic 
consequences of emergencies, determining 
on the basis of forecast data the amount of 
need for forces, means, material and 
financial resources; 

 elimination of medical and sanitary 
consequences of emergencies and 
epidemics, provision of emergency medical 
care to victims in the emergency zone, 
implementation of medical support 
measures; 

 accordingly, the territorial subsystem of 
the city of Kyiv consists of district units 
formed in the districts of the city of Kyiv – 
district state administrations in the city of 
Kyiv. 

Management of the territorial subsystem of 
civil protection of the city of Kyiv in 
accordance with the Regulations is carried 
out on: 

 at the regional level – the executive body 
of the Kyiv City Council (Kyiv City State 
Administration), the Department of Urban 
Development and Environmental Protection 
of the executive body of the Kyiv City 
Council (Kyiv City State Administration) 
and the Main Directorate of the State 
Emergency Service of Ukraine in Kyiv; 

 at the local level – district state 
administrations in the city of Kyiv, their 
structural subdivisions on civil protection 
issues and district departments of the Main 
Directorate of the State Emergency Service 
of Ukraine in the city of Kyiv; 

 at the object level – the head of the 
business entity, as well as units (officials) 
for civil protection, which are appointed in 
accordance with the law. 
Appropriately to Art. 23 of the Code of Civil 

Protection of Ukraine communal emergency 
services are formed by local governments in 
the city, district, settlement, and village. 
Municipal emergency rescue services and 
emergency rescue services of public 
organizations, established on a professional 
basis, are legal entities. 

In accordance with §22 of Part 1 of art. 26 
of the Law of Ukraine "On Local Self-
Government in Ukraine, and §2.4 of the 
decision of the Kyiv City Council of 15.04.2004 
№ 157/1367 and to implement the measures 

provided by the Security Concept of the city of 
Kyiv, in April 2004 the Kyiv City Council 
approved the decision to establish a municipal 
emergency service "Kyiv Rescue Service” 
(www.usar-kiev.com.ua). The purpose of the 
service is to respond urgently to emergencies 
of man-made and natural nature, to carry out 
preventive, rescue and restoration works at 
facilities and territories of the city of Kyiv. The 
staff of the municipal rescue service "Kyiv 
Rescue Service" is 107 units, including 94 
units of operational staff. 

In pursuance of the Concept of Reforming 
Local Self-Government and Territorial 
Organization of Government in Ukraine, State 
Emergency Service (SES) of Ukraine together 
with local state administrations and local self-
government bodies implemented pilot projects 
to improve the system of civil protection and 
community safety at the basic level of local 
self-government. Based on the results of 
these pilot projects, a number of 
methodological materials were prepared, 
which contain recommendations for the 
establishment of relevant units on civil 
protection, decisions and algorithms of 
territorial communities for the implementation 
of powers in the field of civil protection, 
analysis of community-based projects.  

According to the results of processing the 
official pages of city state administrations of 
cities with a population of more than 1 million 
inhabitants, we found that the vast majority 
have separate departments (administration) 
of municipal guards, which take care of public 
order and improvement, and departments 
(administration) of civil protection.  

Based on the analysis of scientific research 
devoted to the study of civil protection 
management in the united territorial 
communities, we can say that the issue of 
building a secure environment of a large city 
was considered by scientists through the 
prism of government agencies and units of the 
SES of Ukraine united communities. 

Based on the analysis of the provisions of 
municipal security departments in terms of 
their powers and functions, as well as taking 
into account the practice of municipal 
management, it is possible to give an actor's 
definition of the term "municipal security", 
namely: municipal security is a set of 
measures to ensure public policy of civil 
protection in the administrative territory, 
implementation of measures to protect public 
safety and order, fight against crime and the 
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organization and support of cooperation with 
public associations to involve them in 
activities related to the preparation and 
conduct of territorial defense. 

Discussion of research results. Within 
the framework of decentralization, it is 
important that the current legislation gives 
local governments and local executive bodies 
specific functions and powers, in particular to 
ensure the sanitary and epidemiological well-
being of the population, which are the basis of 
their practical activities. In addition to the fact 
that these powers are specific (this follows 
from the specifics of the relevant laws), the 
range of powers of local state administrations 
and local governments is quite wide. There is 
duplication of powers of these local 
authorities, which leads to irrational use of 
human, financial and other resources and 
does not contribute to improving the efficiency 
of public administration to ensure sanitary and 
epidemiological well-being of the population, 
which determines the safety of health and life. 

According to the results of the research, 
measures to manage the liquidation of 
emergencies are identified, the principles and 
stages of crisis city management are revealed, 
the peculiarities of operative management of 
the sphere of life support in peacetime 
conditions are revealed. 

The necessity of performing additional 
functions in the process of city management 
in the emergency, which is complicated by the 
social, economic, ecological crisis, is 
substantiated. Execution of additional 
functions is aimed at restoring life support 

facilities that have been damaged as a result 
of the impact of emergency factors. Additional 
functions of city administration include 
identification of damaged objects of 
communal, social, engineering, road 
infrastructure; assessment of the possibility of 
restoring damaged objects; development of 
the investment project of restoration of the 
object of city infrastructure: the analysis of 
resource maintenance of the project of 
restoration, monitoring of realization of 
projects of restoration of the city 
infrastructure. 

Based on this methodological basis and the 
results of the analysis of the functionality of 
emergency response systems to critical or 
catastrophic events at the administrative 
level, we can offer the author's definition of 
the term "municipal security", namely – a set 
of security measures (interaction with law 
enforcement agencies), civil protection 
(response to accidents and emergencies, 
cooperation with rescue services, in particular, 
cooperation with the SES of Ukraine and its 
territorial units), territorial defense 
(prevention of various offenses by the efforts 
of representatives). 

Due to the complexity of the phenomenon 
of "municipal security" within the scientific 
research, restrictions are imposed on the 
study of civil protection management as a 
component of municipal security of a 
metropolis. 

 
 

Conclusions 
At the same time as the transfer of a number of civil protection responsibilities to the local level, 

local executive leaders need to understand that the prevention and elimination of emergencies at the 
local level requires appropriate preparation and planning of activities together with government 
agencies and civil service units.  

That is why maintaining the security of cities, especially large ones, entails the creation of public 
infrastructure for activities and the introduction of technologies that protect citizens. 

In order to optimize the structure of the executive body of the KCSA and ensure the 
implementation of tasks on defense, civil defense and cooperation with law enforcement agencies, 
the structure of the Department of Municipal Security of the executive body of the KCSA was 
approved. The Department of Civil Protection is part of the Department of Municipal Security. 

The establishment of the Department of Municipal Security of the KCSA was justified by the 
practice of responding to emergencies at the city level, given that the operation of separate units in 
the areas of activity complicates interaction and coordination in the event of emergencies at the local 
level. and distribution of available material and technical resources. 
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Abstract. The basis of state regulation of public relations in the sphere 
of technical protection of information is the Constitution of Ukraine. The 
special legislation regulating this branch includes the Laws of Ukraine: 

"On Information", "On State Secrets", "On Protection of Information in Automated Systems", "On the 
National System of Confidential Communication", "On the Concept of the National Informatization 
Program", "On scientific and technical information" and others. Including in the sphere of law 
enforcement - those that determine the competence and functions of certain state authorities: the 
Security Service of Ukraine, the Ministry of Internal Affairs, etc.  

Some requirements for the technical protection of certain types of information are contained in 
the legislation of Ukraine on operational and investigative activities, on the organizational and legal 
framework for combating organized crime. 

The state policy of Ukraine in the sphere of protection of information from its leakage through 
technical channels is reflected in the system of bylaws of public authorities, issued by the latter in 
accordance with their competence, functions, rights and responsibilities. This system consists of 
Decrees and Orders of the President of Ukraine, regulations of the Cabinet of Ministers of Ukraine, 
regulations of the Security Service of Ukraine, other ministries and departments. 
Keywords: technical protection, automated systems, information security, emergency, protection of 
human and civil rights. 

  
 

Introduction 
Regarding standardization in the sphere of technical protection of information, it should be noted 

that in addition to state standards of Ukraine. Also technical protection of information is also 
regulated by regulations of the technical protection of information, which do not belong to normative 
documents on standardization, but are mandatory all central and local bodies of state executive 
power, local self-government bodies, military units of all military formations created in accordance 
with the legislation, enterprises, institutions and organizations, regardless of ownership, whose 
activities are related to technical protection of information. And finally, the provision on technical 
protection, which, unfortunately, was not reflected in the acts of the highest level. Settled for 
individual organizations, institutions and state bodies by relevant departmental orders, directives 
and instructions that regulate the activities of units of technical protection of information, as well as 
help to solve certain specific tasks of technical protection of information. We refer them to acts of 
other bodies issued by them within the given competence. 

However, the state of legal regulation of both technical and general protection of information 
currently suffers from the lack of solutions to a number of problematic issues, which, unfortunately, 
still do not have the relevant regulations. 

The aim of the article is to study state of regulatory legislation of technical protection of 
information in emergencies. 

Literature review. Prokofiev M., Khoroshko V. during the study of the problem technical 
protection of information  make evident, that laws and subordinate acts make up the top echelon of 
documents regulating the legal relationship in Industries of technical protection of 
information(Prokofiev, Khoroshko, 2015, pp. 9-14). It can only conceptually identify some 
approaches and features of technical protection of information.  
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