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Abstract. The training modules and education projects as Fairness, Armour, Pre-Triad work in the 
field of prevention with international regulations, related European safety directives and national 
legislation. The modules also offer demos and technical solutions for investigating crimes such as 
smuggling of goods, oil, gas or raw materials, trafficking in human beings and arms trafficking. The 
practical modules use examples of description of financial and cybercrime road maps; to prevent and 
harmonize prediction tools in the fight against terrorism and radicalization. In the European Union, 
the target groups of these training modules are courts, judges, prosecutors and lawyers 
proceedings, journalists, security management schools, police academies, prison police officers, 
prison staff, intelligence professionals, criminologists, non - governmental organizations.  
Keywords:  Directives; rights; justice; security; terrorism; radicalisation; training modules, 
education projects,  Fairness, Armour, Pre-Triad. 

 
 

Introduction 
 The international diasporas on European territory help create further possibilities for intervention 

through their knowledge and sensitivity to ethnic phenomena. Not ignoring the various situations 
that make relations between judicial institutions cooperation and nations more  sensitive, especially 
in international affairs, merging this complexity into a smart collection of different needs based on 
generally accepted principles/  

It is important to guarantee the judiciary cooperation by designated means for cooperation is 
possible only if the basic rights of the people of each state are respected. The fundamental rights set 
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Introduction 
 The international diasporas on European territory help create further possibilities for intervention 

through their knowledge and sensitivity to ethnic phenomena. Not ignoring the various situations 
that make relations between judicial institutions cooperation and nations more  sensitive, especially 
in international affairs, merging this complexity into a smart collection of different needs based on 
generally accepted principles/  

It is important to guarantee the judiciary cooperation by designated means for cooperation is 
possible only if the basic rights of the people of each state are respected. The fundamental rights set 

out in  Article 6 of the European Convention on Human Rights are whether the means used are 
substantive or procedural, prophylactic or proof or decision-making.  

Related to previous implementation of investigation measures as interception or surveillance,  the 
pandemic has changed the modality of cross-examination. The suspects present and spoken with a 
lawyer, and the victims will be spoken through a video conference from he accommodation center 
where they are hosted. The difficulty of institutional actors catching up with the above innovations 
highlights their importance. Police are using classic investigative methods, as opposed to new 
technology-driven approaches, except for drones used to manage state borders. In the case of 
cross-border crime, it is recognized that it is important to strengthen international cooperation, 
especially the joint investigation team, which is regarded as a means to be used more widely.   

This raises the question of what is the common foundation shared by all forms of judicial 
cooperation /9. Judicial cooperation is intended to ensure that different jurisdictions work together. 
Between  different countries and nations, and between countries and international organizations that 
have jurisdiction over core international crimes (war crimes, crimes against humankind, genocide, 
etc.), such as the International Criminal Court and other courts/10.  

 
1. Training modules for the criminal justice system 

The training modules focuse mainly on the securitization of prisons and reintegrate prepare 
inmates for a digital world /1. When cases enter the criminal justice system, they often lead to 
prosecution of less serious crimes, such as prostitution or the procurement of fraud, but this is not 
part of the human trafficking chain. 

The prison system needs to change in parallel, introduce different ways of communication and 
interaction where technology can also be used for educational and rehabilitation purposes. The need 
of effectively investigate the role of judicial police, deputy prosecutor, and judicial training through 
the acquisition of knowledge, tools, and specialized skills.   

Innovative technology is beneficial for high-risk situations such as security, especially prison 
environments, and therefore its application should be greatly expanded. The need to educate these 
stakeholders on new social, research  and economic phenomena, transfer tools designed for typical 
research and build innovative national initiatives.   

In the context of public-private cooperation the human trafficking phenomenon thrives as a low-
risk, high-profit crime weaving inside and outside the legal economy, often undetected. The entire 
chain of anti-trafficking is also more about the use of judicial cooperation means, special 
investigative techniques used by Europeans, and various national criminal proceedings by training 
initiatives extended to experts currently excluded from them.  

When a case enters the criminal justice system, it often leads to the prosecution of serious crimes 
such as prostitution and fraudulent procurement element of the traffic chain. Not only does this lead 
to disproportionately low penalties for the criminals involved, but it also limits the scope of action 
taken by the judiciary investigating, identifying the complete criminal network involved and crossing 
the potential borders of crime. 

Channels of international cooperation have been successful within the EU, but for the most part 
trafficking begins outside the European border. Therefore, it is important to contact relevant parties 
in the third country in order to corrupt the trafficking chain from the roots of the country of origin to 
the country of exploitation. Judicial cooperation organization On the international scene, in addition 
to Europole devoted to police cooperation, Frontex has Malta EASO, Interpol, Schengen Sirene, and 
Eurojust for external border control, asylum practices in European territory.  

Today, traditional methods of coercion used to transport and recruit victims are increasingly being 
replaced by or promising strategies for financial opportunities. Today, progressive improvements to 
the classical exploitation system have been seen around the world, with the emergence of less 
structured „ do-it-yourself trafficking, in addition to the classic link to organized migration. Until 10 
years ago, criminal organizations had a clear monopoly on the trafficking business.  

A better standard of living currently used to persuade socially and mentally vulnerable people to 
reach the European Union. The pandemic has also brought about a new form of more sophisticated 
exploitation, especially thanks to the use of the web, which has radically changed irregular 
immigration and trafficking. The Internet has provided anonymity to criminals, facilitated the flow of 
funds that traditional investigations cannot track, and created a new and abominable environment 
for trafficking, including underground forms of child exploitation. This transition of many elements of 
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the trafficking chain to the online realm involves the challenge of processing large amounts of often 
controversial data.  

The illegal cross-border crimes are stipulated the most common form of illegal crossing is by car, 
often endangering the lives of irregular migrants, and in large quantities in transport vehicles that 
are poorly ventilated and not designed for the movement of people. The accusations are primarily 
based on irregular immigrant statements heard only by witnesses, without lawyers. Most suspects 
are foreigners and have a normal position in the European Union. Most of them, plead guilty and 
sign a plea bargain with a one-third commutation. That is, regular criminal trials rarely begin.  

 
1.1. Navigating the complexity of judicial cooperation 

 
Figure 1. Implementation of various EU directives , Selected Human Rights and Freedom 

Directives of European Parliament and of the Council (source www European Parliament and of the 
Council, prepared by author) 

 
In the field of judicial inquiry provides the Directive 2014/41/ EU a response to improve 

cooperation in terms of inquiry. As stated, it includes penalties that have the function of presumption 
of innocence, reasonable duration of trial, and retaliation, as well as the function of re-education in 
particular.  

 
1.2. The European Arrest Warrant  

The European Arrest Warrant shortens the 
time for decision and service in the application 
of the principle of mutual recognition of 
judicial decisions. The National Court is a 
judge authorized to approve and enforce the 
European Arrest Warrant, navigating the 
complexity of judicial cooperation equipment 
from the judicial authorities of other member 

states.  In summary, this principle simplified 
and eliminated the judicial cooperation in 
criminal matters. The European Arrest 
Warrant has reduced the same mandatory and 
optional reasons provided by national  law and 
framework decision and principles of 
proportionality. This principle is not explicitly 
stated, but it makes a lot of sense as it 
encourages the adoption of precautionary 
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measures in the National Code of Criminal 
Procedure, which provides for actual 
precautionary measures/11.  

The new law will bring the previous law in 
case of any reason for refusal that occurs if 
the recipient is an EU national or a foreigner,  
who has legally and effectively resided in EU 
land for at least five years fixed framework 
decisions do not have this limitation. This is 
regarded as an essential standard by 
legislators for the purposes of rehabilitation, 
detention and post-detention rehabilitation of 
a person, and therefore, where he has family, 
friendship for five years. Guarantee that it 
exists in another important issue concerns the 
conditions of detention and the risk of 
inhumane and degrading treatment.  

The 2016 decision of the European Union 
Court of Justice, known as Aranyosi-Caldararu 
joined cases, paved the way for a series of 
similar decisions of the same court. We also 
need to consider the issue of judicial 
independence in issuing the European Arrest 
Warrant. This issue affected the court in a 
Supreme Court ruling that invalidated the 
surrender decision because the European 
Arrest Warrant came from the Polish judiciary. 
Since 2000, Poland has undergone several 
legislative changes that have been considered 
harmful to the independence of the judiciary 
from political power. The Court of Cassation 
decided that it was necessary to make a 
request for information in order to reach a 
personal analysis, and ruled out that the 
person was at risk of an unfair process based 
on art. ECHR 6.  

 
1.3. European Investigation Order 

European Investigation Order is a system 
of judicial cooperation, which was regulated 
by the European Convention on Criminal 
Affairs (Strasbourg, 1959), allowed direct 
communication between judicial authorities 
only through direct communication between 
the Ministry of Justice /17. Since 2000, the 
Treaty of Brussels has facilitated the 
introduction of achieved European 
Investigation Order Directive 2014/41.  While 
maintaining the validity of existing bilateral 
agreements, we have introduced new means 
that are milestones in judicial cooperation. 
European Union documents do not deviate 
from these early documents, but work 
together according to cultural, legal 
frameworks, and customs that can be applied 
in different cases.  

The European Investigation Order provides 
communication between requesting and 
executing authorities, so judicial cooperation 
is also possible. It introduces a more balanced 
approach, for example, for the fundamental 
rights of Article 11. There is a need and 
demand for more detailed training activities 
on this means of judicial cooperation and its 
possible use.  European Investigation Order 
enables direct communication from judge to 
judge, and from prosecutor to prosecutor, 
using a list of pre-determined crimes in the 
field of criminal matters. In this way, it speeds 
up justice and criminal procedure. For this 
purpose, we need to carry out more detailed 
training activities on this tool and its possible 
applications.  

One of these proposed tools is electronic 
testing. European Investigation Order issues  
specific judicial practices, which have created 
difficulties regarding the legal potential to 
empower stakeholders. Eavesdropping within 
the framework of member states, telephone 
or computer interception, and cross-border 
criminal investigations. Especially in the 
national legal system, so-called Trojan horses 
are used. In this regard, the differences in 
data retention between member countries 
represent the actual problem of useful 
implementation of European Investigation 
Order /8.  

The new law has changed the previous law 
with regard to the optional reasons for refusal 
that arise when the recipient is either an EU 
citizen or a foreigner who legally and 
effectively resides on Italian soil for at least 5 
years. The decision of the framework does not 
have this restriction, which was considered by 
the legislator as an indispensable criterion for 
the purpose of re-socialization of a person, 
rehabilitation during and after detention. 
Therefore, if in fact there is a 5-year presence 
for instance, in Italy, it ensures that he will 
remain in a place where he has a family, 
friendship. Another important issue concerns 
the conditions of detention and the risk of 
inhuman and degrading treatment.  

The prosecution services in various courts, 
involving people, who can actively support 
international cooperation, Creating a 
permanent contact point, and ensure the 
involvement and involvement of relevant 
agencies/7. Training of staff on the use of 
means for cross-border judicial cooperation 
increases the need to superimpose 
international standards and procedures on 
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national practices that need to be properly 
adapted to respect the rule of law. To meet 
such demands, policing law enforcement 
agencies that operate, respond to, and are 
responsible for the communities they serve 
within the rule of law legal framework must be 
outsourced. 

 
1.4. European Prosecutor Duties  

At the EU level, significant progress has 
been made between the judicial, police and 
administrative cooperation between the tax 
authorities involved in this sector. Sensitivity 
to this issue is the responsibility of 
coordinating hundreds of investigations into 
energy products, supporting the investigation 
activities that many prosecutors are 
responsible for today, a dedicated 
management unit unique to national financial 
police.  

It led to the establishment of following the 
money approach at the request of the local 
authorities. Eurojust has guaranteed 
coordination of cross-border investigations 
into mass fraud with a fuel tax worth around € 
1 billion. It is also guaranteed the seizure of 
company assets and the administrative 
closure of the business used for fraud.  

Here we mention a large-scale operation in 
Italy, where there were  56 suspects arrested, 
an additional 15 were detained before the 
trial, and about 600 million euros of property 
was seized. Italy‘s Guardia di Finanza, 
Carabinieri, and more than 1000 military 
officers have been deployed in the process of 
fighting two organized mafia-type criminal 
groups, Naples and Reggio Calabria, who 
controlled fraud. Under the leadership of 
competent brokers in the financial sector, 
organized criminal groups have set up a 
number of petrol companies to avoid paying 
fuel trade taxes to Italian authorities.  

Through a complex system of fake invoices 
by the various companies involved, the 
criminal network pretended to trade fuel, even 
with foreign companies. This prevented in 
Italy from paying a tax of 946.5 million euros.  
At the analytical level, use the added value of 
mafia involvement, the profitability of oil / fuel 
and fraudulent capabilities, the amplification 
of profits from cross-border involvement, and 
the profits from one illegal activity to fund 
another activity and quantify the damage to 
competition. 

The inter relationships  is more effective 
between these transnational phenomena are 

being explored in the context of fragmented 
judicial and research systems, and 
cooperation between various judicial, regional, 
and European institutions, including 
technology providers. We can contribute these 
tasks to the traditional judicial process/15.  
Similarly, this is a billion euros each year that 
constitutes a crime against the economic 
interests of the European Union. 

These companies are designed to be born, 
run, make money, and eventually disappear 
when the tax system intervenes. Organized 
criminals boast a 30% share of this market. 
Until 2017, it was a major issue related to 
resection and Value Added Tax, but today the 
issue is related to regulatory Value Added Tax, 
which allows longer-term payments. It was 
implemented by a company and created ad 
hoc to manage import and distribution chains 
in areas with carousel fraud. This type of 
crime represents a niche sector and requires 
in-depth knowledge of the technical laws 
pursued primarily by Financial police  and 
pursued by state police. All police must work 
synergistically to ensure timely intervention. 

Follow the money approach inspections in 
the field of energy products are traditionally 
the responsibility of National Financial Police. 
The watchpoint as a police agency is related 
to the watchpoint of the judiciary and the 
presentation of the European Civil Service 
Office. The fraudulent phenomenon of 
smuggling affects one of the EU major tax 
(Value Added Tax), and its avoidance has a 
negative impact on the EU as a whole/14. 
Predicting these illegal phenomena is 
international and crosses EU borders, so it is 
imperative to activate relevant judicial 
cooperation.  

 
2. Training modules 
2.1. Fairness module   

Fairness Implementation of the Stockholm 
Roadmap in case of terrorism and 
radicalization the project was funded by the 
police under the European Union Internal 
Security Fund. The Fairness project aims to 
promote a balanced harmonization of legal 
practices in Member States . Implementation 
of various EU directives when a suspect or 
defendant is involved in a crime related to 
terrorism or radicalization. As we explore the 
consistency between Stockholm Roadmap with 
predictions investigation or prevention 
practices.  
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At the pre-trial stage where the suspects or 
defendants of crimes related to terrorism are 
included management and research activities, 
legal cases and national questionnaires/12.  
Types and number of people benefiting from 
the project are among judges, courts, 
investigative judges, prosecutors and lawyers; 
law enforcement agencies,  members of prison 
police, prison staff and judges and 
surveillance courts; legal professionals 
(criminologists, lawyers, NGO and journalists; 
law professionals; trainers; legal stakeholders. 

2.2. A cooperation model for 
investigating Human trafficking  

The Human trafficking phenomenon thrives 
as a low-risk, high-profit crime weaving inside 
and outside the legal economy, often 
undetected. When cases enter the criminal 
justice system, they often lead to prosecution 
of less serious crimes, such as prostitution or 
the procurement of fraud, but this is not part 
of the human trafficking chain. This not only 
leads to disproportionately low penalties for 
the offenders involved, but it also limits the 
scope of action taken by the investigative 
judiciary, preventing the identification of the 
full criminal network involved and the 
potentially multilateral scale of the crime. 

During the previous decades the criminal 
organizations had a clear monopoly on the 
human trafficking business. The promise of 
economic opportunities and a better standard 
of living, which are now used to persuade 
socially and mentally vulnerable people to 
reach the European Union. The evolution of 
classic exploitation systems and new forms of 
improvements to the human trafficking 
system,  have led to the emergence of more 
unstructured forms, in addition to the classical 

link to organized migration. Today the 
traditional methods of coercion used in the 
transport and recruitment of victims are 
increasingly replaced by strategies.  

 
2.3. Armor Module Intercept Solution  

The development of science and armoured 
technology solutions are always oriented 
towards progress and innovation, the specific 
and delicate needs of technology support to 
the investigation, along with the attention to 
the attitude of technology evolution as the 
basis of its expansion.   

Developer of armoured technological 
solutions in collaboration with research and 
university excellence helps both existing and 
potential influencers model their opinions by 
integrating skills on how to create a message 
that deals with the common concerns and 
interests of society.   

In the ground of Armour project  attitude is 
strongly oriented to: 

- develop critical thinking; 

- orient towards development and 
innovation; 

- portray propaganda from solution-oriented 
discourse;  

- capitalize assertiveness; 

- mediating speech to engage emotional 
intelligence; 

- connect with diverse categories of silent 
majority;  

- use anger management; 

- include conflict resolution; 

- push back the discourse of radical 
proponents and joiners.  

 
The project targets a diverse range of potential influence: practitioners in the first line of central 

people and state institutions and vulnerable to the radicalization/3, which aims to correct responses 
to perceived or actual complaints by providing know-how to individuals in the community and 
practitioners psychological and community behavior/ Table.2  .  

Table 1. 
Armour project coordinator - Fondazione AGENFOR International, Italy 

 
Fundation Euroaraba de Altos Estudious - 
Fundea, Spain 

Academia Nationala de Informatii Mihai Viteazul 
ANIMV, Romania 

UNRIC (UN Regional Information Center) Kentro Meleton, ASF  

Aleitas Kemea, Greece Libre Foundation (Bulgaria) 

JUST–IT Solutions and Consulting LDA-
IPS Qualification (Portugal) 

SYNYO GmbH , Austria  
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Hochzchule fur Offentiche Verwaltung, 
Hfov Germany  

Mininstero della Giustizia,-MoJ Italy  

Universita ta Malta, Malta Vrije Universiteit Brussels, Belgium  

Rijksuniversiteit Groningen RUG, 
Netherlands 

Center for the Study of Democracy (Bulgaria) 

Source: prepared by author 
 
This is done by providing a toolkit aimed at promoting resilience to push and pull the factors 

involved in advancing radicalization and violent extremism. Providing a toolkit consisting of 
experimental and creative lab architectures to create, test, and promote communication strategies.  

The project of intervention focuses on critical thinking, enhancing personal and community 
empowerment.. The project leverages the capabilities of individuals emotional resilience and 
community support. Organizations that occupy public discourse and help to include the voices of 
extremists in the media space, no matter the form of narrative they adopt has the ultimate aim of 
maintaining social cohesion.  

 
2.4. What is not the danger terrorism 

is called terrorism  
Expanding and predicting crime clearly 

represents a central element of the strategy 
pursued by policymakers in the fight against 
terrorism and other complex crimes. Catch-all 
crime has become the preferred tool for 
tackling terrorism, coupled with efforts to 
move upstream the bar closer to the early 
onset of the phenomenon, beyond violent acts 
of terrorism.  

Consortium of the project ,,What is not 
the danger terrorism is called terrorism‘‘ 
was funded by the European Commission DG 
Justice/16. The scope of the criminal 
provision has been extended to cover the 
early signs of terrorist development by 
treating informal behaviors such as visiting 
websites, exchanging information, expressing 
opinions, singing, or painting as a kind of 
terrorist act with serious consequences that 
target them.  

Failure to establish a proper definition of a 
phenomenon like mafia or terrorism is the 
result of denying  its existence by 
undermining the rule of law. Mafia kill for 
utility and at the same time is archaic and 
modern. Often, in a misleading way, someone 
confuses the mafiosi style, which is a mafia 
and criminal attitude. This mistake, to say 
that everything is mafia, is like denying its 
existence. The mafia is there and it is strong, 
but it also supplies such ambiguity.  Under the 
limbs of terrorism, applying unreasonable 
punishment through an unexpected catch-all 
crime turns out to be an outright restriction of 
fundamental freedoms in legitimate efforts by 
counterterrorism authorities.  

Some European countries own experience 
of organized crime should be recalled: as the 
have witnessed today, the fight against 
organized crime has come a long way – for 
example a strategy what is not the danger 
terrorism is called terrorism: 
- better knowledge, legal accord;  
- strengthen cooperation and exchange of 

best practices on the rights of those 
suspected or accused of crimes related to 
terrorism;  

- the increasingly widespread application to 
criminal acts of an indeterminate series of 
aggravated situations of the mafia type, 
specializing in several trends 

- improve cooperation between judicial 
authorities and NGOs, media and 
specialized agencies.  

- A field of rights of a person suspected or 
accused of a crime related to terrorism.  
 
Some European countries (e.g. France, 

Spain) have condemned the glorification or 
apology of terrorism, which has been strongly 
criticized by the Freedom of speech and 
Human Rights Think Tank (Amnesty 
International, 2019; Human Rights Council, 
2019b), along with the Special Rapporteur on 
the Promotion and Protection of Human Rights 
and Fundamenal freedoms while Countering 
terrorism (Amnesty International, 2018) /5. 
This is doubling the vacuum of such a 
definition by making it easier for people to 
understand what they are talking about.  

These concerns, besides the impact in 
terms of cross-border judicial cooperation, are 
reinforced by the level of penalties imposed on 
these offences. In fact, these offences will 
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remain in Europe as long as they fall under 
the label terrorism, which is listed among the 
serious offences for which collaboration is 
allowed due to the deviation of the double 
crime rule. It may meet the requirements for 
access to international cooperation 
instruments such as arrest warrants or 
European investigation order.  

Criminalizing common criminals as 
terrorists, or worse, speech as terrorism, in 
addition to apparently unjustified restrictions 
on peoples personal freedoms, acts as a push 
factor for extremists to set the stage for 
extremists to invade and control target 
groups. While such arguments apply in 
principle to substantive criminal provisions, 
countering terrorism and organized crime is 
not only a matter of substantive law, but also 
a procedural issue, as it may require different 
investigative tools compared to general 
criminal prosecution.  

Against this backdrop, in 2001, when 
international terrorism after 9/11 came to the 
forefront. The executive body and specialized 
judiciary were better equipped than many 
others to deal with fear and Conduct 
counterterrorism activities. To confirm this, the 
content is in the art of the Terrorist 
Directive(2017/541.  In this context, the figure 
of the national prosecutor, as an independent of 
political power can coordinate police and 
investigations and specifically help to prevent 
possible hate campaigns and politics. 

In addition to meeting the requirements 
laid down by the Court of Justice of the case 
law of the European Union; its functions are in 
demand on judicial authorities in cross-border 
cooperation in criminal investigations.  

These sound features, however, should not 
overshadow the breeding dangers inside the 
misconceptions that lie in catch-all crime or 
the basis of catch-all crime will increase 
punishment on the basis of weak links to the 
organization Many European countries have 
spread to anti-terrorism emergency laws and 
are posing crimes Its essentially a threat to 
undermine the rule of law.  

This causes despair and distrust among 
those who are administered such penalties, 
and can be seen as the most dangerous 
radical push factor – the urge to restore 
justice. In the same direction, the art of the 
Terrorist Directive. The 15 general provisions 
of this Directive go where they stipulate that 
sanctions applied to individuals are not only 
effective and deterrent but also proportionate. 

But achieving a strict definition of terrorism 
seems elusive after decades of clashes at the 
United Nations, the Council of Europe and the 
European Union, where specific differences 
between Member states have never been 
bridged and were not a shared and 
appropriate definition of terrorism.  

As is widely known the Italian experience 
on this subject is important, taking into 
account that Italy has faced some very serious 
phenomena of complex crimes over a long 
period of time: mafia, domestic terrorism and 
kidnapping spree. Some equipment has been 
developed to deal with repeated series of 
kidnappings, but their most widespread and 
productive deployment can be seen in the 
fight against organized crime (the use of so-
called „pentiti“ – people who cooperate with  
the authorities within the framework of a 
rewarding  law)/ 4.   

Against this background, when 
international terrorism came to the forefront 
after 2001 9/11, national countries law 
enforcement and specialized judiciary were 
superior to many other agencies to deal with 
terrorism and carry out counterterrorism 
activities. To confirm this, the art of the 
Terrorist Directive.The contents of 20 
(2017/541) must be recalled, requiring 
Member States to adopt „effective 
investigative tools“; with reference to those 
used against organized crime/13.  

In this context, the appearance of the 
European member states prosecutor, 
independent of the political power to 
coordinate the police and the investigation, 
besides meeting the requirements laid down 
by the Court of Justice of the European Union 
case Law on judicial authorities in cross-
border cooperation in criminal investigations 
whose function is required, can specifically 
help to prevent possible hate campaigns and 
political instrumentalization.  

However, these healthy features should not 
overturn the risk of breeding in 
misunderstandings that are the basis for a 
catch-all crime or a catch-all increase in 
punishment based on weak links with 
organized crime, which has spread to the anti-
terrorism emergency laws of many European 
countries and which in their essence pose a 
threat to undermine the rule of law. 

 
2.5. Sirene and Eurojust modules  

The pandemic years brought new forms of 
more sophisticated exploitation, thanks to the 
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use of the web that radically changed irregular 
immigration and human trafficking. On the 
European territory are dedicated several 
schemes of international police cooperation. 
Next  to Europol should be mentioned Frontex 
in connection with the Maltese EASO 
(European Union Agency for Asylum) for 
border control or Interpol Schengen asylum 
practices.   

The Internet provided anonymity to 
criminals, facilitated the untraceable flow of 
money through traditional investigations, and 
created an environment for new abhorrent 
forms of human trafficking, including child 
sexual exploitation and underground 
surrogacy. Moving many elements of the 
human trafficking chain into the online realm 
involves the challenge of processing large 
amounts of often controversial data. 

Judicial cooperation through designated 
instruments is possible only if the fundamental 
rights of each state are respected. It is 
necessary not to ignore the various situations 
of judicial cooperation, especially in 
international affairs that make relations 
between institutions and states more sensitive 
to ensure that this complexity is generally 
accepted.   

The fundamental rights set out in the 
national countries‘ constitutional Charter and 
Article 6 of the European Convention on Human 
Rights/xx, provide an essential pillar, so that the 
used instruments are combined and generally 
grounded in a single focus of respect for 
fundamental rights, whether substantive or 
procedural, preventive or preventative, 
evidentiary or decision-making. Such rights 
include a presumption of innocence, a 
reasonable period of trial, having functions for 
retaliation, as well as a penalty for re-education, 
among other things, as described.  Here  a 
Directive 2014/41/EU offers a response to refine 
cooperation in the field of judicial investigations 
and in terms of investigations. 

This raises the question of what is a 
common basis shared by all forms of judicial 
cooperation; judicial cooperation is a way for 
different jurisdictions to work together  with 
the basic principles that are most important in 
such discussions. Judicial cooperation is not 
just an issue that exists between states and 
international organizations that have 
jurisdiction over major international crimes 
(e.g. war crimes, crimes against humanity, 
genocide), like the International Criminal 
Court and other courts.  

2.6. Pre-Triad modul 
Investigation in prisons and successful 

alternative practices for pretrial detentions is 
a part of European Judicial Program and 
technical related solutions. The legislative 
harmonization on Pre-Triad project of pretrial 
detention is an ideal way to understand the 
Crime Prevention. The organizational impact 
of this issue on the prison system. The Pre-
triad project aims to promote judicial 
cooperation among European Union member 
States and make policymakers and 
stakeholders aware of the challenges/6.  

Pretrial applying detention alternative 
measures cause skeptical attitute for not 
applying that judge. Most  of these inmates 
provide a detailed on pretrial detentions, their 
impact at the national, organizational, and 
individual levels.  

The specific goals of Pre-Triad project are : 
- Crime Prevention; 
- Investigation in Prisons; 
- European Judicial Program; 
- Technical related Solutions; 
- description of national and European 

legislation. 
It is imperative to lay the foundation for 

establish common standards on fundamental 
rights regarding the practical application (and 
alternative measures) of pretrial detention to 
achieve that central goal.  

 
3. Commodity and multiple smuggling 
threats 

The interrelationship between these 
transnational phenomena is being explored in 
the context of a fragmented judicial and 
investigative system, and how cooperation 
between different  judicial, regional and 
European institutions, including technology 
providers, can contribute to more effective 
judicial proceedings. Smuggling of oil, gas, 
hydrocarbons and raw materials is part of a 
complex phenomenon of multi-crime linked to 
terrorism, illegal arms trafficking, financial 
crime, corruption, cybercrime and human 
trafficking. 

In turn, this constitutes a crime against the 
financial interests of the  European Union 
crime legislation in accordance with EU 
Directive 2017/1271 and should support the 
counter-smuggling that sees the avoidance of 
billions of euros of excise taxes and vat each 
year. Links between organized crime and 
commodity trading are shifting the center of 
gravity of the criminal sector and the interests 

of criminal organizations. This is due to the 
fact that organized crime is in flux, and its 
operators are effective entrepreneurial actors, 
unlike the state, which is characterized by 
strict rules and divisions. Organized crime is 
not subject to such a system, it instantly 
seizes market opportunities and fills the gaps 
left by other entities, including the state itself.  

In recent years, organized crime has 
become increasingly interested in investing in 
the petroleum products sector. To address the 
penetration of organized crime in this area, 
some strict regulations have been introduced. 
The significant issues related to excise and 
vat, today, the issue concerns VAT through its 
regulation payments over a longer period It is 
implemented by companies created ad hoc to 
manage import and distribution chains on the 
territory with carousel fraud.  

Such companies are designed to disappear 
when they are born, operated, made money, 
and finally the tax management system 
intervenes. Organized criminals have a 30% 
share in this market. This type of crime is 
a niche area, pursued mainly by the member 
state Financial Police and requires a deeper 
knowledge of technical legislation to a lesser 
extent by the state Police. All police must 
work in synergy to ensure timely intervention.  

The protection of the financial interests of 
the EU is an important obligation for all of 
member states. Smuggling of gas and oil 
causes great damage to the EU budget. The 
rules of the single market and the existence of 
the EU are at risk because of organized 
financial crime/17. More effective measures 
are needed to combat smuggling. Strengthen 
mutual trust between Member states, develop 
EU and international cooperation, and take 
measures to prevent corruption.  

 
3.1. Intelligence Maritime information 

New technologies should be used for 
investigation, border control, and the location 
of ships carrying illegal goods, and 
professional training for police personnel 
should be encouraged. A providers  of cyber 
intelligence technologies and solutions for 
government and military specializes in the 
design of products for open source maritime 
surveillance, electronic surveillance and 
maritime intelligence.  

To public institutions entrusted with the 
efficient use of taxpayer money. It is based on 
principles based on honesty, transparency. 
The quantify these outcomes that have a 

positive impact on people, communities, and 
societies to measure community retention, 
reduction of recidivism, and savings in public 
capital.  

Law enforcement agencies that need to 
monitor, intercept and perform deep 
intelligence analysis of a wide range of 
heterogeneous types of data from different 
networks.  Intelligence departments that need 
to analyze large amounts of data to extract 
useful information to fight crime.   

Innovation in electronic surveillance for a 
safer society solutions have been committed 
to keeping customers, partners and people 
trusting in them on safe ground, maritime 
company operators, access providers, internet 
service providers. Solutions are available not 
only to authorities that need to intercept, 
collect and deeply analyze heterogeneous data 
such as phones, internet traffic, social media 
content, data from electronic monitoring 
maritime devices, and third-party databases, 
but also to telco operators standards that 
need to meet all lawful interception needs/. 

 
3.2. Technological prevention and 
investigation of prisons  

Digital forensics give the huge amount of 
data circulating in prisons and the difficulty of 
operators to monitor them clearly and 
comprehensively. The support that the 
technology can provide for example, data 
mining for preventive security measures 
generated by mobile data forensics in 
investigations, is an important part of 
intelligence analysis. 

The continuous and exponential 
development of digital technology that has 
affected the way crimes are committed and 
investigated. Like many other situations, 
prisons are affected by such advances. In 
particular, it concerns the increasing difficulty 
in controlling illegal activities of inmates and 
illegal communication with the outside world, 
as well as the technology that prevents 
inmates from committing additional crimes. 
From both a preventive and investigative 
perspective, some of the methods used in 
prison facilities are already in progress and 
require urgent updates.  

The  changes that digital and 
communication technologies have brought to 
the security and prevention sectors / see 
Chart 1 

Chart 1 The innovative technologies  
currently used in prisons. ( source by author ) 
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As an example, only through the analysis of the phone illegally owned by the inmate, the officer 

can understand the existing criminal network, the criminal connections, the hierarchy between 
suspects, the dynamics of the group and the state of affairs. Phones introduced illegally in prisons 
and used by inmates are, in fact, a common and valuable source of data.  

Artificial intelligence and big data analytics, combined with the afore mentioned Open Source 
Intelligence Tools and human intelligence, have improved the filtering and prioritization of large 
amounts of data about suspects. We can share and compare data with other police, intelligence and 
courts to obtain more accurate predictive techniques; /2.  

The set of information: 
 the geographic trace of the call;  
 the International Mobile Subscriber Identity (IMSI) number that uniquely identifies each mobile 

phone user; 
 the International Mobile Equipment Identity (IMEI) code that uniquely identifies each mobile 

phone, and the owner of the phone; 
 Drone and Counter Drone technology Solutions. 

 
These records remain unchanged and are fundamentally important sources of information for 

rental prevention and research purposes, providing a range of relevant information that can be used 
for research purposes. The prison scenario that could benefit from technology refers to the legal 
interception of family conversations.   

In this sense it is necessary to follow a certain pattern in order to effectively conclude the 
investigation, which consists mainly in sending eavesdropping to the Prosecutor‘s Office in real time, 
watching interviews from the Judicial Police headquarters, and ultimately producing transcripts that 
are always delivered to the Prosecutor‘s Office in the National EU member state context.   

The microphone is installed inside the table in the room where the meeting takes place, so it is 
not visible at all and is helped by a camera fixed in the room, and, as already mentioned, in addition 
to being seen by the judicial police, it is possible to intercept any kind of conversation transmitted 
live to the Prosecutor‘s Office via radio link. At the end of the interview, the judicial police officer 
completely transcribes the observed conversation so that the document can be handed over to the 
Prosecutor‘s Office.  

The unmanned aircraft systems and related counter-drone technology are widely used in prisons 
not only for making illegal deliveries such as drugs and money, but also for planning an escape or 
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collecting inmate data such tools. If any of these tools are seized and consequently the data is 
extracted, such devices can provide an important source of information for use of counter drone 
systems useful tool for detecting, tracking, identifying and intercepting drones.  

Data can be accessed from anywhere, only 4g/5g coverage, with no need for special 
infrastructure. Once detected, threats an be accurately geographically positioned, and detection can 
be used to trigger alerts. Cooperation with Counter Drone Technology and the use of drones is an 
important deterrent against crime is much more effective. 

The counter drones have a very low acoustic footprint and can intercept illegal air transport. 
These devices are now mainly used to detect events such as accidents, parades, and car traffic. 
Additional positive aspects of such technology include the fact that it can be controlled from the 
control room, view and control the camera in real time, and find and track threats on the ground in 
seconds.  

The way certain identity markers can be removed or made invisible through displacement can 
have a significant impact on an individuals self-esteem if their self-attribution identity is based on 
factors such as class, social group, or occupation. In a new power relationship or being forced to 
adapt to a new position within the existing one. The same effect is evident even if displaced persons 
are integrated into the receiving society: the qualifications obtained in the country of origin may not 
be recognized, and for young asylum-seekers and refugees who have previously held positions, 
these provide significant hurdles for access to education, building community relationships, and 
entering the labor market.  

 
 

Conclusions 
Training and education are two basic aspects of judicial cooperation. To overcome a narrow 

national perspective, it is important to create a culture of empathy for internal and regional 
approaches. It is important to use technology, avoid relying on the will of individuals, create 
collaboration networks, create prosecution services in various courts, and actively support 
international cooperation.  

The training of personnel in the use of means for cross-border judicial cooperation needs to adapt 
appropriately to respect the rule of law in some cases. To meet such a demand, that operate within 
a legal framework based on the rule of law and represent, respond to and be responsible for the 
communities they serve. 

By understanding how displacement processes affect the social structures associated with 
different identity markers, we can understand the challenges that experience and how they respond 
accordingly. While such arguments apply in principle to substantive criminal provisions, countering 
terrorism and organized crime is not only a matter of substantive law, but also a procedural issue, as 
it may require different investigative tools compared to general criminal prosecution.  

The channels of international cooperation operate within the EU`and are successful, for the most 
part, human trafficking is initiated outside the European borders. Therefore, it is important to reach 
the relevant actors of third countries in order to corrupt the human trafficking chain from the roots 
of the source country to the countries of exploitation.  

European Investigation Order has a key results to navigate the complexity of judicial cooperation 
equipment. In the case of European Investigation Order can be used as a link between laws and to 
look for better collaboration. It introduced a more balanced approach, with the definition or limitation 
of the concept of judiciary.   

Modern technologies can be useful in the judicial sphere, as they allow for better communication 
between judicial authorities and advance the means for the police to fight crime. Nevertheless, such 
modern technology also raises very important issues about fundamental rights in democracy. The 
European Commission has moved away from the use of a single instrument of judicial cooperation, 
and has again introduced a number of instruments: one of these is linked to electronic testing.  
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extracted, such devices can provide an important source of information for use of counter drone 
systems useful tool for detecting, tracking, identifying and intercepting drones.  

Data can be accessed from anywhere, only 4g/5g coverage, with no need for special 
infrastructure. Once detected, threats an be accurately geographically positioned, and detection can 
be used to trigger alerts. Cooperation with Counter Drone Technology and the use of drones is an 
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adapt to a new position within the existing one. The same effect is evident even if displaced persons 
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be recognized, and for young asylum-seekers and refugees who have previously held positions, 
these provide significant hurdles for access to education, building community relationships, and 
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