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Abstract: In contemporary international relations, energy security is becoming a topic that occupies 
a priority place both on the global level and in internal policies, as well as in the security strategies 
of individual states. The state achieves energy security by acting internally and externally. However, 
very few countries can meet their energy needs from their sources. Therefore, most countries must 
cooperate with others to provide the necessary energy. 

The subject of the paper is a comprehensive overview of the energy security of the Republic of 
Serbia, taking into account the increasing influence of large energy producers in the international 
trade of energy sources (gas, oil, electricity) and demand on the global world market as a lever of 
influence in international relations on sovereign states in pursuit of geopolitical interests. The work's 
subject is identifying all positive but possible negative aspects of the threat of energy security to the 
overall national security and geopolitical position of Serbia. 
Keywords: energy security, intelligence services, national security. 

 
 

Introduction 
Energy has become a tool for achieving foreign policy goals and, therefore, one of the most 

critical topics in political-economic relations between countries. In modern international relations, 
energy diplomacy is at the top of the priorities not only of the world's leading industrial nations but 
also of all countries that depend on the import, export and transit of energy products. Energy 
strategies, that are, the positioning of individual countries in the energy security system, as well as 
energy prices, taking into account transport, can cause international crises with unforeseeable 
consequences. On the other hand, energy sources are still a means of pressure in international 
relations, especially on "disobedient countries". As a candidate for membership in the European 
Union, Serbia found itself in a particular situation, bearing in mind its relations with the Russian 
Federation (South Stream, Turkish Stream, North Stream, customs treatment). Therefore a very 
measured and careful positioning in the energy security system is necessary because it is considered 
that this will be, in the coming period, the most significant foreign policy challenge1. 

The energy security of the Western Balkans countries has been a topic in the E.U. for some time, 
and besides politicians, it has attracted the attention of many multinational companies and investors 
interested in energy projects. The countries of the Western Balkan region are highly dependent on 
imports of Russian oil, natural gas and nuclear technology. Dependence is strengthened, and thus 
energy security is reduced, by the latest events in the relationship between the E.U. and Russia, the 
problems with the Ukrainian crisis and the annexation of Crimea, and especially the construction of 
Nord Stream 2. Nord Stream 2 is a gas pipeline between the Russian city of Vyborg and the German 
city of Greifswald through which the Russian transports gas to Western Europe. It is 1,224 km long. 
It is planned that the gas pipeline will have two lines: the first was put into operation on November 
8, 2011, and the second was scheduled to be put into operation in 2012. Each line will have a 
capacity of 27.5 billion km² of gas per year. This gas pipeline is the longest gas pipeline in the world 
that goes under the sea. The pipeline represents a new route for the export of Russian natural gas to 
Europe. This gas pipeline enables the direct delivery of Russian gas across the Baltic Sea to Europe, 
thus avoiding transport via Ukraine, with which Russia had a dispute over the gas price2. 

                                                 
1 Vesić, D.: The attachment represents the result of work on the project: Serbia in contemporary international 
relations: Strategic directions of development and improvement of Serbia's position in international integration 
processes - foreign policy, international economic, legal and security aspects, from the program of basic research 
at the Ministry of Education, Science and Technological Development of the Republic of Serbia for period 2011–
2015, : Institute for International Politics and Economy, Belgrade, pp. 37-38. 
2 https://rs.sputniknews.com/202111215/pocelo-punjenje-severnog-toka-2-1130401166.html 



European Science 2/2022 81

European Science Safety Science

Before the creation of this gas pipeline, Russian gas arrived in Europe only through the main gas 
pipeline that was laid across the land. That gas pipeline passed through the territory of Ukraine and 
Belarus. This gas pipeline was built to reduce dependence on some transit countries where the 
problem of gas transmission prices appeared, which in some cases led to a complete interruption of 
gas deliveries to Europe. 

The gas pipeline construction project cost 7.4 billion euros. The gas pipeline is owned by the 
company "Nord Stream AG" and was created as a joint venture of the Russian state company 
"Gazprom", the German companies "Winterstal" (a subsidiary of BASF) and "E. ON", the Dutch 
company "Gasuin" and the French "GDF Suez". "Gazprom" is the owner of 51% of the stake in the 
Nord Stream gas pipeline, while the German companies "Wintershall" and "E. ON" each have a 15.5 
% share, and the Dutch "Gasuin" and the French "GDF" each have 9% of the shares of the gas 
pipeline3. 

The suspension of several projects for the construction of European gas pipelines and the 
abandonment of the structure of the South Stream and North Stream 2 gas pipelines, which are very 
important for the Republic of Serbia and the countries of the European Union, caused the search for 
alternative sources of energy supply and reducing dependence on energy from the Russian 
Federation. Disagreements between the E.U. and Russia regarding gas pipelines, as well as the 
behaviour of the Russian company "Gazprom" in several antitrust cases, as well as non-compliance 
with European regulations or European regulations, today represent the basis and framework on 
which energy security policies of the Western Balkan countries are based. After the failure of the 
construction of the South Stream, the "Balkan Stream" project was implemented despite 
international pressure (from the United States of America). The significance of the construction of 
the Balkan Stream for Serbia is multiplex in addition to energy stability in the supply of gas and the 
economic effects due to the transportation of gas through the territory of Serbia towards Western 
Europe. Russia's geopolitical and geo-economics influence in the Western Balkans is strengthened by 
the unstable political situation, political and economic protectionism, non-transparent business 
practices, inferior corporate management, corruption and links with organized crime in certain 
countries. This has been very visible in the Republic of Serbia and Bulgaria in recent years. Russia 
skillfully used its dominant position in the energy market and its connections with these countries' 
political and economic oligarchy, all to achieve its interests. 

 
Impact of energy security on national security and geopolitics. 

Today, national security includes the security of society (regardless of the ethnic, religious, racial 
and ideological commitment of its members) and the security of the state, but also their 
implementation in international and global security. Traditional national security values are 
presented as survival in the broadest sense, state survival, national survival, physical self-
preservation, territorial integrity, political independence, quality of life, national identity, and national 
interest. On the threshold of the third millennium, citizens' safety, health, economic, ecological and 
social safety stand out as a vital value of national security4. 

The term national security has been in use since 1943 when Walter Lipman, in his work "U.S. 
Foreign Policy", used this term for the first time. After the Second World War, this term was widely 
used in the political vocabulary of many countries. In that context, it was used to denote the internal 
and external security of the state, that is, the state's security concerning external and internal 
sources of threats. It is, therefore, about a state's national security that ensures its survival and 
normal functioning with all the elements of its independence, territorial integrity and constitutional 
order.5 

According to Saša V. Mijalković, national security is a state of unhindered realisation, 
development, enjoyment and optimal protection of national and state values and interests, which is 
achieved, maintained and improved by the function of citizen security, the national security system 
and supranational security mechanisms, as well as the absence of individual, group and collective) 

                                                 
3 National Serbian Broadcast company: „Nord Stream to United Kingdom?“  
4 Simić, D,: Science of security - modern approaches to security, Official Gazette of the FRY, and Faculty of 
Political Sciences, Belgrade, 2002. Original Симић, Д,: Наука о безбедности - савремени приступи 
безбедности, Службени лист СРЈ, и Факултет политичких наука, Београд, 2002. 
5  B. Jovanović, magazine Police and security, no. 1-2, Zagreb, 1997,  p. 6. Original Б. Јовановић, часопис 
Полиција и сигурност, бр. 1-2, Загреб, 1997. године, стр. 6. 
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fear from their endangerment, and a collective sense of tranquillity, certainty and control over the 
development of future phenomena and events of importance for society and the state6. 

 
 
 
 
   
 
 
 
 
  
 
 
 
 
 
 

 
 
 
 
 
 
 

Figure 1. "Components of integral security 7" 
 
In the national security system of the modern state, "energy security" exists inseparably as an 

essential subsystem of that critical system of the state. 
Energy security is "where a nation and all citizens and businesses have access to sufficient energy 

at a reasonable price, without the risk of supply interruptions in the future"8. However, energy 
security defined in this way is given different meanings by different actors. Namely, for the USA, 
energy security is primarily a geopolitical issue. On the other hand, it is primarily a problem for 
Europeans today due to the dependence on imported natural gas9. 

Systematically researching the concept of energy security, Christian Winzer starts from the fact 
that there are several competing definitions of this concept and points out that they all include the 
idea of a sudden change in the availability of energy, according to needs, that is, the concept of 
avoiding risks that affect the continuity of energy supply, following requirements. Winzer identifies 
three groups of authors. First, he places those who link security to the continuity of energy supplies. 
Then, the authors in the second group introduced strict rules (the so-called filter criteria) to clearly 
distinguish between safe and unsafe levels of stability continuity. Finally, the third group of authors, 
which Winzer considers within his definition, expands the scope of impact measures. "Instead of 
measuring the continuity of prices and the number of goods on the market, they expand the scope 
of measures of the impact on prices and on the continuity of services, the impact on the economy 
and in some cases on the living environment"10. 

                                                 
6 Mijalković, S,. National security, fourth, amended and supplemented edition, Criminal and Police Academy, 
Belgrade, 2018, pp. 120-121. Original Мијалковић, С,. Национална безбедност, четврто, измењено и 
допуњено издање, Криминалистичко –полицијска академија, Београд, 2018. година, стр.120-121. 
7 Ibid 
8 Darko Nadić, Experiments in Political Ecology, Faculty of Political Sciences, University of Belgrade, Belgrade, 
2010, p. 41. Original Дарко Надић, Огледи из политичке екологије, Факултет политичких наука Универзитета 
у Београду, Београд, 2010, стр. 41. 
9Alexander Jung i Georg Mascolo. An Interview with Daniel Yergin: Energy Security Will Be One of the Main 
Challenges of Foreign Policy. Spiegel Online International, 18. 7.2006. 
http://www.spiegel.de/nternational/spiegel/0,1518,427350,00.html (30. 1. 2007)  
10 In these filters, Winzer specifically counts speed, size, support, spread, uniqueness and reliability of influence. 
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In the document "Energy development strategy of the Republic of Serbia until 2025, with 
projections until 2030", it is stated that the key priorities of Serbia's energy development, i.e. the 
foundations of the development of energy policy until 2030, include the above all "ensuring energy 
security, the growth of the energy market and the overall transition towards sustainable energy ".11 

 
 
 
  
  
  
 
 
 
 
 
 

 
 

Figure 2. Energy security in the integrated security system 
 
As part of the directions of our country's strategic policy in the energy field, the priority place of 

energy security was clearly emphasised, which was defined on that occasion as a "reliable, safe, 
efficient and high-quality supply of energy and energy products"12. 

Energy security includes a wide range of complex and different (geo)political, economic, security, 
military and technological trends, which is why it is explained by strict or adaptable terms, with an 
aspect to the words energy, i.e. energy and security13. 

A different interpretation of the concept of energy security is often the result of observing the 
relationship between energy sources and those that are exploited, distributed and placed on the 
market or just used, i.e. the fact of having or not having energy sources (energy sources), whether 
it is a country that produces, distributes and sells on the world market or only about the consumer 
(user) of energy products. From this, it can be seen that: 
 for energy-rich countries, it means directing attention to the establishment of control over the 

production and export of energy products (Russia); 
 for developing countries, energy security means the supply of energy at favourable prices so that 

they can continue with economic growth, and 
 for countries poor in natural resources, energy security means the availability of energy sources 

and taking measures to alleviate this dependence - by developing trade and economic investment 
abroad and diversifying energy sources (Japan)14. 
 
 
 
 
 
 
 
 
 
 

                                                 
11 Energy Development Strategy of the Republic of Serbia until 2025, with projections until 2030, Official Gazette 
of the RS, no. 101/2015. 
12 Ibid. 
13 Mladen Bajagić, International Security, Criminal Police Academy, Belgrade, 2012, p. 306. Original Младен 
Бајагић, Међународна безбедност, Криминалистичко-полицијска академија, Београд, 2012., стр. 306. 
14 Siniša Tatalović, Energy security and critical infrastructure, Center for Security Studies, Faculty of Political 
Sciences, University of Zagreb, Political Culture, Zagreb, 2008, p. 29. Original Синиша Таталовић, Енергетска 
сигурност и критична инфраструктура, Центар за сигурносне студије, Факултет политичких знаности 
Свеучилишта у Загребу, Политичка култура, Загреб, 2008., стр. 29. 
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Figure 3. Possible conflict situations due to lack of energy resources 
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Iran, Venezuela and Saudi Arabia, strive to maintain the primacy of the largest exporters of oil and 
gas as crucial energy sources and maintain their demand due to higher prices, which is the basis of 
their economic power and overall economic development15. 

The energy security of the Western Balkans countries has been a topic in the E.U. for some time. 
In addition to politicians, it has attracted the attention of many companies and investors interested 
in energy projects, the Nord Stream 2 from Russia to FR Germany and the Balkan Stream (Russia, 
Turkey, Bulgaria, Serbia, Hungary) strategically crucial for the energy stability of the Republic of 
Serbia. Moreover, the countries of the Western Balkan region are highly dependent on imports of 
Russian oil, natural gas and nuclear technology. This dependence is reinforced, and thus energy 
security is reduced by the latest events in the EU-Russia, USA-Russia relations, the problems with 
the Ukrainian crisis and the annexation of Crimea, and the situation in Belarus. 

The area of the Western Balkans is becoming more and more actualised as an energy corridor. 
Today, this area is also significant as a key energy hub, so its geopolitical importance is also 
increasingly viewed from this aspect. All significant traffic corridors that pass through the Western 
Balkans are simultaneously becoming important energy corridors for both Russia and the E.U., as 
well as for the USA and their geostrategic interests. As Despotović points out 16, an essential 
dimension of the USA's geopolitical expansion in the Western Balkans is visible in the Serbian 
Province of Kosovo and Metohija, where, in addition to other aspects, it also has this corridor 
(energy-transport) aspect. According to Đukić 17, the USA and NATO demonstrated their approach to 
the Black Sea and the countries surrounding it by implementing the so-called Project for the New 
American Century in 1997, thus confirming the views of many authors that this region represents 
the most significant strategic interest of the USA and Europe. Therefore, security today, in addition 
                                                 
15 Саша Николић, „Енергетска безбедност као фактор спољне политике САД на почетку 21. Века», Војно 
дело,бр. 2/2008, стр. 30 
16 Деспотовић, Љ. (2010). Обележја геополитичког положаја Србије и српских земаљау контексту актуелних 
процеса балканизације. Социолошки преглед, Вол. XЛИВ,но.4, стр. 541-566. 
17 Đukić, S.. Vreme energije. Beograd. Službeni glasnik, 2009, str. 48  
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to the military and political dimension, also acquires an economic dimension, with energy as the 
primary strategic element. 

Issues related to fossil fuels leave the purely economic domain and enter strategic matters. In the 
operational sense, the energy sphere remains essentially geopolitical, emphasising the so-called 
energy hunger combined with the fear of supply interruptions. Despite the diversification based on 
renewable energy sources or the return to coal due to the recession, gas (natural and liquefied) 
remains the source whose consumption is growing the most 18. Grubić 19 considers that the current 
importance of energy, in addition to the geopolitical approach, should also be analysed through the 
prism of geoeconomics, in which "energy diplomacy" is gaining more and more critical in terms of 
ensuring the energy and economic security of society, and above all of Western civilisation, which is 
most aware of its advantages and limits of using available energy sources. Taking into account the 
increased importance of the topic for Serbia as well, many analyses became open to the general and 
expert public, where it was emphasised almost as a rule that energy security represents a stable, 
reliable supply of oil and gas at acceptable prices. Therefore, energy security is defined by 
affordability, availability and adequacy. At this point, it is necessary to note that in this way, energy 
security was presented almost exclusively from the point of view of consumers, as in most countries 
that can be classified as "energy addicts", i.e. countries that provide the most necessary energy 
sources (gas and oil) import. However, energy security cannot be viewed exclusively from the 
consumers' point of view. It is, like life, a "two-way street", and producers have a significant role 
and interests in it. And they see energy security from a slightly different angle than consumers, that 
is, as stable and predictable demand and prices that justify, as a rule, significant investments in 
research, production and transport of energy. Another term that has become "popular" concerning 
energy security is diversification. And here, we can see the different approaches of consumers and 
producers. Thus, by diversification, consumers can use various sources of gas and oil supply, while 
producers see it as the possibility to transport gas (and oil) to the main markets by different routes. 

 
The importance of intelligence services in energy security Republic of Serbia. 

It has been known for a long time that many wars were fought for preserving, that is, conquering 
energy potentials. Former U.S. Secretary of State Madeleine Albright's views on how to get 
resources are well-known: "We will not hesitate to secure access to Siberian resources by force 
because without it, we cannot provide the Western world with today's standard." The former Minister 
of Foreign Affairs of Germany, Guido Westerwelle, stated, "The access of German industry to raw 
materials must be secured, if necessary, with weapons"20. 

Intelligence and security provision, the realisation of tasks in the field of energy security, is 
essential. Namely, it is an old truth that it is easy to make correct and timely decisions if there is 
reliable intelligence and security data about what threats threaten, from whom, at what place, and 
at what time. In this area, achieving correct cooperation with foreign factors is essential. For 
example, with the construction of the "Balkan stream", partnership with the intelligence and security 
structures of Russia, Turkey, Bulgaria, Hungary, BiH, and the Republic of Croatia, is necessary. The 
problem of intelligence and security is much easier to solve if the functioning of the so-called 
intelligence cycle, i.e. from data collection, their analysis and verification, and quick delivery to those 
who make decisions. The cooperation of intelligence services in modern frameworks represents the 
basis of their success in the fight against current security challenges and threats. That cooperation 
and coordination between the security services are the cooperation of states at the international 
level, predominantly gathered around international organisations or alliances with a common goal, 
although bilateral cooperation is undoubtedly present21. 

                                                 
18 Kolev, D. Geopolitiĉka dimenzija energetske bezbednosti. Časopis zaekonomiju i tržišnekomunikacije, (2011), 
1(1), str. 45-62. 
19 Grubić, A. Nacionalna sigurnost iz perspektive geoekonomije: sluĉaj Republike Hrvatske, Medjunarodne studije, 
(2014), 14(1), str. 65-85. 
20 These two quotes can be found in the daily newspaper "Politika", in the issue of February 28, 2014. year, p. 24. 
21 Radoslav Gaćinović and Mladen Bajagić, "The concept and structure of security", Proceedings - National 
Security of Serbia and Security Integrations, Criminal and Security Academy, Belgrade, 2013, p. 28. Original 
Радослав Гаћиновић и Младен Бајагић, „Појам и структура безбедности”, Зборник радова – Национална 
безбедност Србије и безбедносне интеграције, Криминалистичко-безбедносна академија, Београд, 2013, 
стр. 28. 
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The intelligence and security services represent bodies of constant communication at the 
international level for monitoring security threats and challenges that could threaten peace, security 
and other values and interests of the state and citizens. Permanent national and international bodies 
are in charge of coordinating and implementing tasks to achieve a common goal among states, that 
is, security services. This cooperation between countries in the field of security on the international 
level often means that they harmonise their security policy with the official policy of the organisation 
or alliance they belong. For example, E.U. member states coordinate their foreign and security policy 
with the official policy of the E.U. administration or with the NATO alliance if they belong to it. 
International organisations, which is not a rare case, also mediate in solving internal security 
challenges within member states, mainly at their administration's official request. However, in 
practice, it has been shown that this does not always have to be the rule. 

The inclusion of the Balkan part in the big European energy puzzle is essential because of the 
strategic position occupied by the region's countries. They represent a natural bridge and are an 
almost indispensable part of the energy path due to their favorable geographical position. By 
connecting in all directions, the Western Balkans countries can ensure greater energy security; with 
that, the role of the intelligence services is more significant. Diversification of supply sources may be 
crucial when the next energy crisis occurs, e.g. when the gas supply was interrupted in 2009 due to 
the Russian-Ukrainian conflict. Like most of Europe, the Western Balkans are structurally dependent 
on oil and gas imports. Except when it comes to Albania, domestic production is limited and 
insufficient to meet its own needs. Developing domestic plants based on renewable energy sources 
and working on reducing energy use is crucial to reduce dependence on imports. The energy 
intensity of all Western Balkan countries is high. In some countries, energy consumption is 2.5 times 
higher than in the E.U., which results in a slowdown of the economy and higher costs for the 
population. With energy efficiency measures, saving a significant part of the energy is possible, 
thereby reducing excessive dependence on imports. 

The security situation in the region is far from ideal, and significant or minor interstate 
disagreements are frequent. Energy is not immune to that either. Therefore, we need to establish 
better energy cooperation instead of competition for even better energy security, especially in 
armaments. 

The role of intelligence services in protecting extensive energy infrastructure, both distribution 
networks and production, is crucial, especially in the context of cyber and terrorist attacks on energy 
plants. The consequences of jeopardising energy security today can be incalculable in the loss of a 
stable energy supply for multi-million half-populations of citizens, as well as the jeopardy of vital 
infrastructural facilities of states that are directly and indirectly related to the personal safety and 
health of citizens. The main risks for the energy security of the Balkan countries are associated with 
the instability of energy costs, mainly due to the country's dependence on oil and gas imports, which 
is further encouraged by the high prices they pay due to the lack of diversification of supply. Another 
critical factor is their economies' critically high energy intensity level, mainly due to an outdated 
infrastructure base and limited investments for modernization, including the energy sector itself. 
However, the basis of all these challenges is poor energy sector management, which increases the 
possibility of dangerous consequences, especially during crises. 

Energy security is indirectly related to cyber security, so intelligence services specialize in 
preventing attacks on critical energy infrastructure facilities where security risks become more 
destructive to the safety of property and population. An example that shows the security risks of the 
modern technical and technological age and the importance and role of the intelligence services in 
preventing the accidents mentioned above is the drone attack carried out in Saudi Arabia in 2019 by 
the radical Houthi group from Yemen on the most significant oil facility "Aramco" when there was a 
short-term disruption in the production and distribution of oil on the world market. Also, a malicious 
computer program carried out one of the biggest cyber-attacks on May 7, 2021, against the largest 
oil company in the USA, "Colonial Pipeline", which illustrated the U.S.'s enormous challenges in cyber 
defense. Namely, the aforementioned private company that controls a significant component of the 
U.S. energy infrastructure and supplies almost half of the liquid fuels to the East Coast of the U.S. 
was vulnerable to an intense type of cyber-attack. The Federal Bureau of Investigation (FBI) has 
accused a Russian organized crime group of cybercrime for the "Colonial Pipeline" cyber-attack on 
the company. 

The problem with critical infrastructure is also the high dependency between different sectors. For 
example, if a terrorist attack occurs in one of the sectors, such as the energy sector, it will have 

consequences for all other sectors. Interdependence among critical infrastructure sectors must be 
taken into account for the establishment of protection programs. It can be said that there is always a 
higher level or domino effect. The consequences of the primary subject are transmitted to the 
second, from him to the third, until many issues are involved. We should not ignore the actualisation 
of asymmetric forms endangering the state and critical infrastructure. The most recent example is 
the interruption of the electricity supply system at the Thermal Power Plant ("Nikola Tesla" in 
Obrenovac), which had significant material consequences for the economic design and the operation 
of the electricity system of the Republic of Serbia. The multi-level or domino effect always requires 
additional countermeasures and resources that cannot be obtained from only one company and thus 
requires the engagement of external, mostly state forces. 

Inexperience, incompetence, sabotage, and diversion are not the only cause of accidents in 
critical infrastructure facilities. Along with accidents caused by failures in business management and 
technological failures, natural disasters can also cause accidents. 

In this regard, during the past years, energy security has emerged as one of the main topics of 
the international security debate, and there are several reasons for this: Europe's growing 
dependence on oil and gas; the growing energy needs of powers like China and India; depletion of 
fossil fuel reserves expected to occur in the middle of this century; the increasingly intense debate 
about climate change and the interest of many nations in civil nuclear energy. 

In the last couple of decades, energy security has become an unavoidable topic of the economic 
development of countries and the overall progress of society. The importance of energy sources for 
the normal functioning of modern society is incomparable. What's more, energy sources in 
international politics are increasingly becoming an instrument of the state's foreign policy, which was 
noticeable immediately after the outbreak of the crisis in Ukraine in 2022. As a result, energy 
security is increasingly becoming a part of geopolitics, and numerous countries manage to build their 
power based on the possession and export of natural energy sources. 

 
 

Conclusions 
Energy security is a sphere of social relations that is particularly important for maintaining overall 

stability on the domestic and international political, economic and military-security scene. To a 
certain extent, any violation of energy security as a global, regional or local action can be violent or 
non-violent in method and character. However, it is indeed illegal in the legal sense and represents a 
social and practical form of endangering the overall security of a society or state. 

The essential understanding of energy security is, to a large extent, complex because it is a 
process that does not have it is own constant but is subject to daily changes, which are, above all, 
caused by turbulence in the energy market. The energy security problem is multidisciplinary and 
complex, considering that it consists of several related cause-and-effect factors that form one 
complex whole. All essential subjects are interested in the issue of energy security, starting with 
states, international organisations, military-political alliances, multinational companies and others. 
The imbalances in opposing interests are the source of conflicts and crises in this area. Therefore, it 
is not unrealistic to say that the 21st century will be marked by a struggle for energy resources, in 
which neither means nor methods will be chosen to achieve goals. 

Taking all of the above into account, it is pretty confident that we should expect strong 
divergences between Russia and Europe in connection with gas-energy relations in the coming 
period, where Russia will remain a reliable supplier of energy to the E.U. only in long-term contracts 
that allow it to carry out significant investments in the field of production and energy transport22. 

The military intervention of the Russian Federation in Ukraine at the beginning of 2022 caused a 
significant change in international relations between states, especially in the field of energy security. 
To condemn Russia's military intervention in Ukraine and threaten the territorial integrity of Ukraine, 
the USA, Great Britain and the European Union have introduced a series of sanctions against Russia, 
one of which is an embargo on energy imports. Sanctions on the import of energy from Russia 
caused a chain reaction in the search for alternative sources of energy supply independent of the 
largest energy supplier of Russia, the E.U. countries. War in Ukraine caused a response in the form 
of strategies and measures aimed at protecting countries' energy security as a prerequisite for 
nations' stability and further development. 

                                                 
22 Kovač, M., Popović, M:. European energy security and the Russian Federation. Vojno delo, 2013, pp. 22-46 
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the Russian-Ukrainian conflict. Like most of Europe, the Western Balkans are structurally dependent 
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higher than in the E.U., which results in a slowdown of the economy and higher costs for the 
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oil company in the USA, "Colonial Pipeline", which illustrated the U.S.'s enormous challenges in cyber 
defense. Namely, the aforementioned private company that controls a significant component of the 
U.S. energy infrastructure and supplies almost half of the liquid fuels to the East Coast of the U.S. 
was vulnerable to an intense type of cyber-attack. The Federal Bureau of Investigation (FBI) has 
accused a Russian organized crime group of cybercrime for the "Colonial Pipeline" cyber-attack on 
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In this regard, during the past years, energy security has emerged as one of the main topics of 
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fossil fuel reserves expected to occur in the middle of this century; the increasingly intense debate 
about climate change and the interest of many nations in civil nuclear energy. 

In the last couple of decades, energy security has become an unavoidable topic of the economic 
development of countries and the overall progress of society. The importance of energy sources for 
the normal functioning of modern society is incomparable. What's more, energy sources in 
international politics are increasingly becoming an instrument of the state's foreign policy, which was 
noticeable immediately after the outbreak of the crisis in Ukraine in 2022. As a result, energy 
security is increasingly becoming a part of geopolitics, and numerous countries manage to build their 
power based on the possession and export of natural energy sources. 
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non-violent in method and character. However, it is indeed illegal in the legal sense and represents a 
social and practical form of endangering the overall security of a society or state. 
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process that does not have it is own constant but is subject to daily changes, which are, above all, 
caused by turbulence in the energy market. The energy security problem is multidisciplinary and 
complex, considering that it consists of several related cause-and-effect factors that form one 
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is not unrealistic to say that the 21st century will be marked by a struggle for energy resources, in 
which neither means nor methods will be chosen to achieve goals. 

Taking all of the above into account, it is pretty confident that we should expect strong 
divergences between Russia and Europe in connection with gas-energy relations in the coming 
period, where Russia will remain a reliable supplier of energy to the E.U. only in long-term contracts 
that allow it to carry out significant investments in the field of production and energy transport22. 

The military intervention of the Russian Federation in Ukraine at the beginning of 2022 caused a 
significant change in international relations between states, especially in the field of energy security. 
To condemn Russia's military intervention in Ukraine and threaten the territorial integrity of Ukraine, 
the USA, Great Britain and the European Union have introduced a series of sanctions against Russia, 
one of which is an embargo on energy imports. Sanctions on the import of energy from Russia 
caused a chain reaction in the search for alternative sources of energy supply independent of the 
largest energy supplier of Russia, the E.U. countries. War in Ukraine caused a response in the form 
of strategies and measures aimed at protecting countries' energy security as a prerequisite for 
nations' stability and further development. 

                                                 
22 Kovač, M., Popović, M:. European energy security and the Russian Federation. Vojno delo, 2013, pp. 22-46 
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In this context, the position of the Republic of Serbia after the construction of the "Balkan 
stream" should be observed, which on the geopolitical map represents the further strengthening of 
Russian influence in the Western Balkans. In contrast, stopping Northern Stream 2 after the war in 
Ukraine means a measure by the E.U. and the USA to prevent Russian influence on the territory The 
E.U. and dependence on the distribution of energy from the Russian Federation. 

The damage to the Nord Stream 1 and 2 pipelines registered at the end of September 2022, 
which caused the leakage of a large amount of gas into the Baltic Sea, directly indicates the 
importance of intelligence services in protecting energy security but also the danger of their actions 
by carrying out special operations of sabotage of critical infrastructures to achieve geopolitical 
interests. 

An adequate supply of energy, i.e. safe, reliable and high-quality, is a prerequisite for economic 
and social development where intelligence services have a significant role and tasks, especially in 
gathering relevant information about energy security in Europe and its impact on the Republic of 
Serbia. Therefore, the protection of critical energy infrastructure facilities, a security assessment of 
the impact of regional energy crises on the national security of the Republic of Serbia, and all to 
preserve energy security as a condition for the economic development and social stability of the 
people will be a priority of intelligence services. 
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importance of intelligence services in protecting energy security but also the danger of their actions 
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An adequate supply of energy, i.e. safe, reliable and high-quality, is a prerequisite for economic 
and social development where intelligence services have a significant role and tasks, especially in 
gathering relevant information about energy security in Europe and its impact on the Republic of 
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the impact of regional energy crises on the national security of the Republic of Serbia, and all to 
preserve energy security as a condition for the economic development and social stability of the 
people will be a priority of intelligence services. 
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