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Problem statement 
 
In order to detect and investigate the terrorist attacks of terrorist crimes, it is necessary to 

characterize some of their significant features. In particular, the criminalistic characteristics and 
other features of the structure of criminal investigation methodologies, out of which only the initial 
and urgent acts and the place of the terrorist attack and its investigation are given. 

Terrorism can generally be seen as a violent method of extremist movement, for which it is 
typical to organize and plan destruction and murder, or threaten by such practices for intimidation 
and extortion by state authorities, the population, in order to achieve certain political, national or 
other goals of a given terrorist organization. This thesis is the basic postulate for detecting and 
investigating terrorism. The phenomenon of terrorism is a terror, the basic purpose of which is to 
create extremely strong psychological pressure on individuals and groups of the population [1].  

 
Criminalistic characteristics of the crime 
of terrorism 

Currently, it is possible to state that under 
the conditions of the Czech Republic and the 
Slovak Republic, the methodology of the 
investigation of terrorism is not elaborated (it 
is not part of the Methodology of investigation 
of individual types of crimes), especially 
because it has not even managed to create in 
the general position a complex criminalistic 
characteristic of the crime of terrorism, which 
would include the manner of committing a 
terrorist act, the criminal situation, the 
personality traits of the perpetrator and the 
victim of the offense, and the motive of the 
offense [2]. 

Components of criminalistic characteristics 
are characterized by certain characteristics: 
they are rich in information, they have a 
constant period of time, they are specific 
(they have a high identification value) and 
they are recognizable by forensic methods. 
Let's look at the general elements of the 
Criminalistic Characteristics of the Crime, 

which will necessarily have to be created in 
the typical criminological characteristics of 
terrorism: The basic components of the 
criminalistic characteristics of the crime of 
terrorism are the way in which the offense is 
committed and the criminal situation. 

 
The method of committing a crime can be 
defined as a specific system of acts of the 
perpetrator's behavior and the ways in which 
the perpetrator chooses, or uses objective 
conditions and means in the preparation, 
committing and secrecy of a criminal offense. 
Terrorist attacks are characterized by 
thoughtfulness, planning and deliberate 
action, with political, criminal, drug, religious, 
and sometimes social motivation. From this, it 
is easy to conclude that in the case of terrorist 
attacks, it is necessary to take into account 
the high professionalism of offenders, often 
according to the role assigned to the 
perpetrators and accomplices. The terrorist 
groups are a highly thought-out organization 
and conspiracy [3, 4]. 
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In terms of component analysis, it is 
possible to define the mode of committing the 
crime as a specified system of operational 
elements of criminal activity and the activities 
closely associated with it. The operational 
elements are understood to mean acts of the 
perpetrator's behavior, as well as 
manifestations of mental acts and material 
components.  

The gravity of the way in which the offense 
is perpetrated among the elements of the 
criminalistic characteristics of the offense is 
determined in particular by its objective 
properties. These properties are: 
1. The ability of the committed crime to 

behave particularly markedly in the 
traces of the offense and to determine 
their character. This ability arises from 
the fact that the way in which a crime is 
committed is closely linked to the creation 
of changes in the environment. Changes in 
the environment (traces) are actually the 
consequences of the offender's behavior. 
This means that the character of the 
individual changes is determined by the 
way of committing.  

2. The ability of committing a crime to 
create a unified system whose 
structure is characterized by logical 
relationships between its individual 
elements.  
The method of committing a crime has a 

structure that defines the relationships between 
the elements of the system. These relationships 
can be causal, time, local and others. As 
between the acts of the perpetrator's conduct 
there is a certain logical continuity and 
succession, this continuity and succession is also 
in the process of occurring as a result of the 
perpetrator's actions. In this way not only the 
signs of the crime, but also its structure, or at 
least part of it, are manifested. 
Determination of the way the crime is 
committed by objective and subjective 
factors 

Objective factors are objective conditions 
of the external environment, situation, space, 
time, movement of persons, climatic 
conditions, accessibility of tools, transport and 
other means, properties of object and objects 
of attack, existence of accomplices etc. 

Subjective factors - psychological 
characteristics of the perpetrator, in particular 
abilities, knowledge, experience, habits, 
properties of the anatomical structure of the 
body, physiological characteristics, the motive 

and purpose of the perpetrator, gender, 
offender's relationship to the crime scene, 
victims and accomplices. 

The perception that crime is determined by 
objective and subjective factors is critical to 
criminal activity.  

Its meaning is that if we know the way in 
which a crime is committed, we can deduct 
from it the unprecedented factors that could 
determine it. It means that: 
 if we know the way of committing the 

offense and some objective factors, we can 
consider some subjective factors (for 
example, the characteristics of the 
anatomical structure of the body, the sex, 
etc.), 

 if we know the way of committing a crime 
and some subjective factors, we can 
consider some objective factors (for 
example the existence of accomplices, 
etc.). 
 

Repeatability of the mode of committing 
offenses under the same conditions 

Repeatability is to be understood as a 
statistical rule. This means that the ways of 
crimes committed by one perpetrator have 
more identical features than the ways of 
crimes committed by different perpetrators. 
Generalized knowledge of forensic practice 
shows that the materials collected at the initial 
stage of the crime detection and investigation 
process contain the most information about 
the way the crime is committed. However, the 
information is often incomplete, so the initial 
investigative situation does not allow for a 
comprehensive picture of the specific way of 
committing a crime. 

That is why, most often in the initial stage 
of this process, criminalistic versions of the 
crime are set out. The version can be 
considered as the starting point for focusing 
on further criminal-security authorities.  
Criminal situation 

We understand the situation in which the 
crime was committed. The significance of the 
criminal situation lies in the fact that it 
cooperates with the process of creating traces.  

The perpetrator can: 
 subject his / her behavior to an existing 

criminal situation, especially where the 
subject of interest is irreplaceable (a 
predetermined target of a terrorist attack), 

 search for certain criminal situations 
favorable to committing a terrorist attack 
(for example, terrorists are looking for 



Law European Science

62 European Science 5/2018 

such situations in department stores, a 
crowd of people in transport means, 
squares, railway stations, etc.), 

 contribute to the creation of an appropriate 
criminal situation (for example, when 
preparing a visit to a place of the terrorist 
attack, he will prepare an access and an 
escape route). 
The quality of material footprints also 

influences the character of some elements of 
the criminal situation, in particular the 
characteristics of the crime scene, its security 
and the objects that are at the scene of the 
crime and on which the perpetrator is forced 
to act. This is in particular the ability of these 
objects to take over and keep the information 
transmitted. 

Another part of the criminalistic 
characteristics of a terrorist act is the 
personality of the perpetrator of the offense. 
Criminology explores the perpetrator's 
personality in particular on these aspects: 
1. what are the typical characteristics of a 

terrorist offender, 
2. which features of the offender influence the 

tracking process and are markedly 
manifested in these tracks, 

3. which characteristics of the offender 
influence the course of the process of 
detecting and investigating criminal 
matters. 
The task of the investigation is therefore to 

find out the characteristics of the perpetrator 
that are manifested in the traces and are 
suitable for later identification, or at least to 
define the circles of the persons to whom the 
perpetrator belongs. This, of course, applies if 
a terrorist plans to survive a terrorist attack. 
It must also be borne in mind that in the case 
of terrorist attacks, the number of offender 
traces is destroyed or more or less damaged. 
Typical features of perpetrators and 
crime victims 

They are considered to be important 
elements constituting the content of the 
criminalistic characteristics of the offense. 
They carry the so-called "friendly" stops 
caused by the offender in interacting with the 
offender and the objects at the crime scene. 
For the criminological characteristics, the most 
important are the characteristics of victims 
and their ability to perceive, remember, and 
reproduce the crime scene. 
The motive of the offense  

It is part of the criminological charac-
teristics only for those crimes that are highly 

variable and which are significantly 
manifested in the crime scene, or when they 
influence the offender's behavior in the 
investigation process, or if for some groups of 
offenders (women, juvenile offenders) 
frequency distribution of certain motives was 
added by research. It then serves as a basis 
for setting out investigative versions of the 
perpetrator of the offense.  
Initial and follow-up investigative tasks 

These acts are typical of a variety of 
situations and practices in investigating 
terrorist acts depending on the nature of the 
terrorist act. They will be different, for 
example, in the case of kidnapping, general 
threats or terror itself or acts of violence. The 
nature and extent of the initial and 
subsequent acts is also dependent on the 
stage of the terrorist act. The acts are often 
linked to the general characteristics of acts of 
terrorism, such as acts aimed at detecting and 
monitoring the activities of the terrorist group, 
monitoring and analyzing the accompanying 
activities of terrorists, identifying and 
documenting the hierarchy, organization, 
membership, co-workers of a terrorist group, 
or acts aimed at penetrating terrorists (police 
agents) and others.  

More specific actions will be taken when a 
terrorist act is completed. Here, however, 
initial and subsequent actions will depend on 
the form and effect of a terrorist act. 
Differences will be evident if there is an open 
terrorist act (a specific crime scene) or an 
initial latency, for example, in kidnappings. In 
the first case, initial and follow-up actions will 
include, in particular: investigation of the 
crime scene and its documentation, search 
and tracing (e.g., explosion of splinters, soil, 
rests of initiation mechanism, etc.). Of the 
other initial operations, it will usually be 
necessary to retain, check people, cars, 
airports, railway stations, other areas, search 
for a trace, find witnesses and interrogate 
them, etc. The other follow up acts will again 
be interrogations (often repeating), witnesses 
(secret witnesses), suspects, accused, as well 
as experts, other necessary analytical and 
expert activities and others, according to the 
type of terrorist act, other routine initial and 
follow-up actions and measures, but also case 
and profiling analyzes [1].  
Place of a terrorist attack and its 
investigation  

A crime scene is an important, irre-
placeable and unique source of information 
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about a terrorist offense. Especially because a 
number of terrorist attacks in the broader 
sense apply as a means of coercion violent 
behavior directed against the physical 
integrity of man and the general public. For 
example, there are frequent executions, 
assassinations, deaths of family members of 
important public figures and political figures. 
These well-thought-out and thoroughly 
prepared violent attacks of the above-
mentioned nature are part of the perpetrator's 
(terrorist group) scenario and serve to 
publicize the terrorist act and intimidate the 
public. At the crime scene, which is often very 
carefully chosen to "reach out” to the widest 
possible public, we can meet, even with some 
peculiarities that can also be relevant to 
compiling the offender's profile. The 
investigation of the place of a terrorist offense 
is usually established by teams of specialists 
[5]. The purpose of investigating the location 
of a terrorist act is, among other things, to 
find and provide traces and other evidence [6] 
and facts decisive for determining the cause of 
the attack and detecting the perpetrator [7]. 

The fullness of the investigation of the 
location of the terrorist attack depends on the 
correct determination of the boundaries of the 
investigation, i.e. the definition of the area in 
which the investigation will be carried out. The 
scope of investigation should be broad enough 
to include all the important objects that are in 
place. The place of investigation is not just the 
place of the attack, where most of the traces 
of the perpetrator and the means he has used 
are, but they are also other adjacent places. 

Instead of committing a terrorist attack it 
is necessary to ensure and document in the 
shortest possible time the traces, material 
evidence, remnants of explosive systems and 
other components, which together with other 
traces provided on the site of the explosion 
are the starting material for searching for the 
perpetrator, the motive of the hearing and the 
manner of implementation. The primary task 
is to determine the center of the explosion, 
from which fragments of objects are usually 
blown into a circle. When examining buildings, 
we always pay attention to the ceilings, the 
perimeter walls, but also the trees located 
near the destroyed building, etc., where 
traces of the explosive system or its parts can 
be found. If the crime scene is a building, it is 
necessary to expect that fragments of objects 
may be located outside the building [1]. 

After the explosion, there is a massive 
change in the crime scene. Therefore, it is 
necessary to ascertain the original appearance 
of the place as much as possible and to obtain 
as much information as possible about it. This 
is usually ensured by building documentation, 
projects, etc. Information is needed from a 
wide circle of citizens who have been in the 
vicinity of the incident or from a distance. The 
circle of witnesses must not be limited to the 
duration of the explosion, but also to the 
period before, the movement of suspects and 
motor vehicles, the objects that people 
carried, when and where they were placed, 
etc. Obtaining this information immediately 
after the incident is imperative [5]. The 
devastating effects of bomb terrorist attacks 
are considerable and extensive. It is also 
necessary to adapt the work at the crime 
scene, the organization itself and the survey 
system. While crime scene investigation is a 
relatively sophisticated approach in the work 
of the police, work on the site of a terrorist 
attack and its investigation has some 
peculiarities that need to be emphasized. 
Experience has shown that a well-prepared, 
coordinated, and appropriately equipped team 
of specialists is the most effective force to 
optimally manage the task. 

An important role is played by the team 
leader who is responsible for the overall 
course and outcome of the crime scene work. 
He builds a team of specialists on the basis of 
a survey of the crime scene, defines the 
system of work, assigns individual members 
of the team, establishes a communication 
system, coordinates the work with other 
rescue units, continuously evaluates the way 
and procedure of the investigation and its 
effectiveness, decides to make the site 
accessible etc.  

An important role in work at the crime 
scene belongs to the group of technicians 
providing traces, factual and other evidence, 
not least photographic and other technical 
documentation from the crime scene. 
Particular attention should be paid to 
photographic (audiovisual) documentation, 
which must be continuously monitored instead 
of a terrorist attack, including a wide area. 
The photographic and audiovisual 
documentation focuses, besides the victims of 
the attack, on the surrounding crowd of 
people and motor vehicles, documentation of 
all provided traces and material evidence is 
documented, the procedure is documented on 
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the scene of the crime, the investigation itself, 
etc. This "technical group" an employee who 
performs graphical documentation, ie, 
prepares sketches and plans of the crime 
scene where they record places where 
individual traces and material evidence and 
other information have been secured.  

All information and materials secured at 
the crime scene are collected in an analytical 
group that immediately evaluates and gives 
feedback to the team leader and individual 
working groups. The team is usually also 
attended by specialists who are not police 
personnel. It is very important to take care of 
their proper choice of expertise and reliability 
[1, 8].   

Upon arriving at the crime scene, it is 
necessary to pay close attention to the 
discarded objects. Particular attention is 
devoted to retaining the crime scene, the way 
and extent of security. The changes that have 
occurred at the scene of the act until the 
arrival of specialists, whether natural or 
induced by the movement of persons or 
weather conditions, must be evaluated. 
Denying access to the crime scene to 
unauthorized persons is a first-step measure. 
Everything must be carefully recorded both 
technically and in written form. In no case 
does it matter that good memory is enough; 
and a person cannot rely on the fact that 
he/she will be able to describe and document 
the fact later [9].  

After a preliminary examination of the 
crime scene, the team leader determines the 
scope and method of examination, specifies a 
range of specialists who, if they are not 
present, are additionally summoned. The 
crime scene is divided into the sectors to be 
investigated, and a sufficient number of 
specialists and technicians is strictly required 
for proper and thorough investigation. During 
careful scrutiny, attention is paid to every 
detail and seemingly small traces found on the 

spot. "Everything is related to everything and 
we do not know when this seemingly 
unimportant detail can contribute to the 
mosaic of the mode of committing the crime 
and contribute to the discovery of the 
perpetrator." It is necessary to evaluate the 
so-called "negative circumstances" carefully. 
Any trace, any material proof and change at 
the scene of the act must be duly marked, 
technically documented, described in relation 
to the place of finding and recorded in the 
plan. It is recommended that one person is 
assigned to the team to collect and process 
detained traces and evidence, to supervise 
their completeness, and to ensure that they 
are not underestimated by further 
manipulation or other influences.  

The explosive system is usually stored in 
various packages by the offender, both for 
better portability and its hiding, but also for 
increasing its impact. Finding and securing the 
remains of the packaging is another task at 
the scene. It is likely that paper packaging will 
be destroyed. Explosive systems are, 
however, also stored in a variety of metal 
packages, which usually have a completely 
different use, e.g. different installation pipes 
or different luggage, briefcases, etc. However, 
the explosive system can also be initiated 
remotely, currently mostly by using mobile 
phones. This implies an obligation to conduct 
a survey in the wider area. The site from 
which the offender has detonated an explosive 
system is usually visible from where the 
perpetrator had an overview of the movement 
of persons and the situation. All these are 
attributes important for the legal assessment 
and demonstration of terrorist attacks, the 
decision on the issue of fault, the search for 
and the determination of the motive, and the 
subsumption of the act under the signs of the 
individual, taking into account the incoming 
facts of the offenses. 

 
 

Conclusions 
 
Nowadays, a separate methodology for investigating terrorism is not developed in the Czech 

Republic. The author presents a general treatise on the criminological characteristics of the crime of 
terrorism and some selected components of the structure of this methodology. This is mainly a 
general criminalistic characteristic, which must include in particular the way of committing a terrorist 
act, the criminal situation, the personality traits of the perpetrator and the victims of the crime and 
the motive of the crime. In addition, the initial and urgent actions and characteristics of the site of 
the terrorist attack and its investigation are presented. 
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